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Introduction

About the Handbook for the Observation of
New Voting Technologies

The use of information and communication technologies (ICT) in elections has
increased considerably in recent years. Today, almost all electoral processes make
some use of new technologies (from voter registration to tabulation of results). New
technologies have also been utilized in the voting and counting of votes in some coun-
tries, which has raised certain questions about the extent to which such applications
are in line with Organization for Security and Co-operation in Europe (OSCE) commit-
ments and other international good practices for democratic elections.

Several OSCE participating States have implemented or tested new voting tech-
nologies (NVT) during their elections. This has involved the use of electronic voting
machines, ballot scanners, Internet voting or other electronic means. Some of these
states continue to use NVT, while others have stopped using them and have returned
to paper-based electoral methods. Given the considerable amount of discussion cur-
rently underway regarding potential advantages, as well as challenges, related to the
use of NVT in elections, the OSCE Office for Democratic Institutions and Human Rights
(ODIHR) has given increased attention to this issue in the context of its election obser-
vation mandate.

At the same time, the use of NVT poses certain challenges to election observation.
NVT are often implemented in a manner that makes direct physical observation of
some important procedures difficult. An additional complication is that NVT may not be
widely understood by the typical observer. There is, therefore, scope for ODIHR’s elec-
tion observation methodology to take greater account of technological developments
in the field of elections.

This handbook is designed to provide basic guidance to all ODIHR Election Obser-
vation Missions (EOMs) on how to observe the use of NVT in electoral processes.! It
has been developed as part of ODIHR’s continued effort to improve its methodology
and to increase professionalism in the observation of certain, specialized aspects of

1 Throughout the text, unless otherwise noted, the term “EOM” also encompasses other types of ODIHR elec-

tion mission formats, including Limited Election Observation Missions, Election Assessment Missions and Election
Expert Teams.
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elections. The handbook sets out practical guidelines for EOMs to integrate the obser-
vation of NVT in their work. This handbook complements and should, therefore, be
read in conjunction with the ODIHR Election Observation Handbook (sixth edition) and
other publications issued by ODIHR.2

Often, many of the issues related to NVT require specific, technical expertise and
should be the primary responsibility of an NVT Analyst on an EOM. Nevertheless,
NVT issues are also closely tied to the legal, political and administrative aspects of the
election process. Reaching accurate conclusions, therefore, requires the awareness
and input of all EOM members. Observing the use of NVT in an electoral process is
thus the responsibility of the NVT Analyst, in close co-operation and collaboration with
other members of the EOM, including the core team, long-term observers (LTOs) and
short-term observers (STOs), if applicable.

How to Use this Handbook

This handbook has been designed as a working tool. It should assist all EOMs in
identifying and assessing the various elements of NVT that may impact the conduct of
democratic elections. The handbook has been structured to enable EOM members to
quickly focus on the material most relevant to their specific responsibilities.

7 The opening chapter provides a general overview and background of NVT,
including an introduction to various forms of technologies commonly used in
voting, counting and tabulation processes.

7 The second chapter discusses the role of the election observation mission in
observing NVT and the roles of the various mission analysts. It also describes
important aspects, such as the scope of a Needs Assessment Mission in this field
and the Code of Conduct.

7 The third chapter examines the context in which NVT are used and identifies
issues that need to be considered and analyzed by several EOM core team
analysts in a collaborative effort. These include elements such as decision-mak-
ing regarding the introduction of NVT, the legal framework, the impact that the
implementation of NVT may have on the overall electoral system, and the public
discussion around the use of NVT among political parties, civil society and in the
media.

T The fourth chapter focuses on the role of the NVT Analyst during an EOM, as well
as on the specific elements that should be observed, systematically analyzed and
assessed.

7 The fifth and sixth chapters identify those aspects of NVT that LTOs and STOs
can meaningfully observe in order for the EOM to collect information regarding the
implementation of NVT at regional and polling station levels.

2 Also see: <http://www.osce.org/odihr/elections/75352>. In 2008, ODIHR released a discussion paper on the
topic of NVT (see <http://www.osce.org/odihr/elections/34725>). This handbook addresses the issues raised in
the discussion paper and replaces it.

2 Handbook for the Observation of New Voting Technologies



7 The seventh chapter discusses EOM reporting and what elements missions
should consider in making assessments, drawing conclusions and presenting
recommendations with regard to NVT in elections.

7 The final chapter presents ways in which ODIHR can assist participating States in
following up on past recommendations with regard to NVT.

7 The annexes provide a glossary of useful terminology, a master checklist and
the ODIHR Observer Code of Conduct, as well as the texts of key OSCE com-
mitments and references to international good practice, including selected court
cases, relevant to the use of NVT in elections.

A number of checklists have been included throughout the text to assist observers at
various levels to get a quick start in pursuing points of inquiry related to NVT. They also
serve as a list of reminders of issues that each team member should consider during
the course of the mission. Not every question will necessarily be relevant to every EOM
given the diversity in NVT practices, as discussed in the following chapter.

Since each election is unique, not all issues explored in this handbook will be relevant
to every election in which NVT are utilized. In some elections, NVT may be used exten-
sively; in others, there may be only limited testing. By the same token, different EOMs
will be able to place more or less emphasis on issues involving NVT depending on
their size, length, and resources. Within resources and where relevant, however, EOMs
should take account of NVT and include any issues in their reporting and recommen-
dations, when appropriate.

Handbook for the Observation of New Voting Technologies 3
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Observers discussing internet voting processes and how they are monitored with officials
in Norway, 2013.

Background to Observing
New Voting Technologies

1.1 Overview

In this handbook “new voting technologies” (NVT) are defined as the use of informa-
tion and communications technologies (ICT) applied to the casting and counting of
votes. This understanding includes the use of electronic voting systems, ballot scan-
ners and Internet voting. The term “electronic voting” is also used in this handbook;
unless otherwise noted, this term should be considered synonymous with “new voting
technologies”.

4 Handbook for the Observation of New Voting Technologies



The analysis of NVT sometimes requires a review of supporting technologies, like elec-
tronic election administration systems, and other new technologies that may be used
in electoral processes, such as voter registration systems or (biometric) voter identifi-
cation; analysis of these, however, is not covered in this handbook.

1.2 Advantages and Challenges of NVT

The rationales that OSCE participating States have given for introducing NVT in their
electoral processes vary. Among the advantages cited are that NVT have the potential
to increase voter turnout, make it easier to involve citizens living abroad, lower election
administration costs, facilitate the conduct of simultaneous elections, reduce human
error (including invalid ballots), improve the accuracy of counting, and increase the
speed of tabulation and publication of results. NVT may also have the potential to
increase access for voters with disabilities and voters who speak minority languages.

At the same time, NVT also present certain potential challenges. One challenge is the
need to preserve the secrecy of the vote, while at the same time ensuring the integrity
of the results. It has thus far proven difficult for electronic voting processes — especially
Internet voting — to respect both of these fundamental democratic principles simultane-
ously. Another challenge is that NVT introduce additional complexities into the elec-
toral process, such as the need to amend legislation; to plan how NVT will be acquired,
tested, evaluated, certified and secured; and to provide voter education and training of
election officials; as well as general concerns about the transparency of the process
and access for observers. The use of NVT does not, therefore, necessarily build confi-
dence; rather, it seems to require pre-existing confidence in the election administration
for successful implementation. These challenges, if not fully addressed, may weaken
public confidence in the election process.

1.3 Types of NVT

As with traditional paper voting, NVT can be used in controlled environments, such
as in polling stations, or remotely in uncontrolled environments, such as voting from
a home computer or a smartphone. While there are many types of devices available,
NVT currently being used in the OSCE area can be divided into four main categories:

uses a ballot paper that is either marked by a voter him
or herself or with assistance of a ballot marking device in a polling station, which is
then inserted into a scanning device and counted by electronically “reading” the voter’s
mark on the ballot. Such devices can be located in polling stations or counting centres,
which are considered controlled environments.3

3 In some instances, ballot scanning technology is also used to count postal ballots that were marked at home
and mailed to the authorities.
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record the voter’s choice in the
polling station, usually through touch-screen or push-button devices, and count the
votes electronically. Similar to ballot scanners, DRE systems are also usually located
in controlled environments.

can allow voters to vote anywhere, in an uncontrolled environment.
Votes are stored and aggregated electronically in a centralized location. The Internet is
the primary voting channel currently in use in remote electronic voting systems.

combine the controlled environment of the polling station with
the centralized recording and counting of Internet voting. In these systems, voters must
vote on a computer in a polling station and the votes are then transmitted electronically
to a central server.

The following table gives an overview of voting technologies currently being used in
the OSCE area according to the environment where the vote is cast and the medium
used to cast the vote. It helps to better understand the properties of the available new
(electronic) voting technologies and how they relate to traditional ones.

Use in an Use in an Use in
Controlled Uncontrolled Mixed
Medium Environment Environment Environments

Voting with paper

ballots in polling Postal voting Mobile ballot box

Voting with paper

ballots stations voting

Voting with NVT DRE systems using
Internet voting
technology

Paper ballots Centrally counted

and electronic postal votes using

counting

Table 1: Forms of Voting in the OSCE Area

An important consideration for any NVT is providing for the sum of the votes to be
verifiable while preserving the secrecy of each individual voter’s choice. The standard
practice of conducting a random, manual recount can be an effective means of verifi-
cation; however, a manual recount requires the use of paper in the system. This is only
possible for NVT installed in controlled environments.

Ballot scanning technology offers the possibility of a manual recount. The ability of
such devices to scan the voter’s choice depends on the voter marking the ballot prop-
erly and is subject to the devices’ margin of error and reliant on a legal definition of a
valid ballot.

6 Handbook for the Observation of New Voting Technologies



Some DRE systems include a paper record retained by the system that allows a voter
to verify the paper record, ideally before the vote is actually cast. Such a paper record
is called a “voter-verified, paper audit trail” (VVPAT). DRE systems with VVPAT offer
the ability to manually recount. DRE technologies that retain a paper record that is not
verified by the voter may also provide for a manual recount, but this recount will only
tally what the system has recorded, which may not necessarily be the voters’ intended
choices.

Other DRE devices record votes only electronically and do not provide for a manual
recount. These paperless systems rely on electronic memory to store the record of bal-
lots cast on separate hardware, such as a hard disk or a memory card, and most keep a
log of operations (an “audit log”). Inspection of this data may clarify matters if questions
arise, but this requires the intervention of an expert and might not be successful if there
are hardware failures.

Internet voting, by its nature, does not allow for a manual recount of votes. Internet
voting systems, therefore, rely on computer security measures, certification and, ulti-
mately, on a degree of trust in the system programmers and operators. Some Internet
voting technologies also attempt to provide individual voters with the possibility to ver-
ify that their votes have been recorded as cast. Hybrid systems can have a manual
recount facility if a VVPAT is included; otherwise, these systems rely on the same
mechanisms as Internet voting systems for the purpose of ensuring the integrity of the
results.

New electronic measures that use cryptography® are currently being tested, with the
aim to provide similar end-to-end verifiability.> Such systems are designed to be used
without a paper trail and are intended to be used mainly in uncontrolled environments,
for example Internet voting. Some of these solutions, such as checking by mobile
phone, would allow individuals to verify their vote through a separate electronic chan-
nel, although not universal verification. As is the case in all NVT systems, they should
operate under an appropriate legal framework and within an appropriate organizational
environment that provides for electronic voting integrity.

Finally, it is important to note that the current trend in the OSCE participating States
that have introduced NVT has been to use electronic voting together with some form of
paper trail.® In some cases, electronic voting is provided as an alternative voting chan-
nel available to all or to only some voters. In other cases, NVT are used exclusively in
certain geographical areas, typically for citizen abroad, while paper ballots are used
in others.

4 Cryptography is a technique to keep communication (data) secure from any third party.

5 End-to-end verifiability is a functionality of NVT systems that allows for the validation of results on a univer-
sal and/or individual basis. Systems with universal verifiability provide means for an independent third party to
establish that the result of an election was reported honestly and without manipulation through either manual or
mathematical checks. On an individual level, voters are provided with the opportunity to verify that their votes
were cast as intended, stored as cast, and (ideally) counted as recorded.

6 Either by using VVPAT or ballot scanners.
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1.4 OSCE Commitments and International Good Practice

NVT systems are intended to fulfil the same functions as paper-based or mechanical
systems and must, therefore, meet the same standards that apply to these systems.
The OSCE commitments define principles for democratic elections, regardless of the
technology used. These principles were agreed by OSCE participating States in the
1990 Copenhagen Document, and in subsequent OSCE commitments.” In particular,
the voting process requires the exercise of universal, direct, equal and secret suffrage
through the casting, counting and tabulation of ballots in an honest, transparent and
accountable manner.

To date, no specialized commitments with regard to NVT have been developed by the
OSCE participating States. However, over the last decade there has been a concerted
effort within the Council of Europe to develop standards for NVT.8 In 2004, the Commit-
tee of Ministers of the Council of Europe issued its Recommendation on Legal, Oper-
ational and Technical Standards for Electronic Voting, which constitutes the only spe-
cialized international legal document in this regard.® This Recommendation followed a
report by the Council of Europe’s European Commission for Democracy through Law
(Venice Commission) concerning the compatibility of remote and electronic voting with
the requirements of Council of Europe documents.'9 More detailed documents regard-
ing transparency and certification of electronic voting systems were adopted in 2011,
supplementary to the 2004 Recommendation.!! At the national level, several OSCE
participating States have come up with initiatives to develop their own requirements.

Together with OSCE commitments for democratic elections, such standards consti-
tute the basis for assessing NVT. In particular, the 2004 Council of Europe Recom-
mendation recognizes the importance of ensuring that electronic voting processes are
observable. The Council standards are often technical in nature, emphasizing some
aspects of electronic voting that may exceed the scope of an election observation or
assessment mission. They, nevertheless, offer some benchmarks for domestic author-
ities, observers and academics. EOM analysts, particularly the NVT Analyst, should
be familiar with these documents.

7 For a full list see: OSCE Human Dimension Commitments, Volume 1, 3rd edition (Warsaw: Office for Democratic
Institutions and Human Rights, 2011), Chapter 2.2 on Elections, <http://www.osce.org/odihr/76894>.

8 Forty-five of the 57 OSCE participating States are also members of the Council of Europe.

9 Council of Europe, Rec(2004)11 “Recommendation Rec(2004)11 of the Committee of Ministers to member
states on legal, operational and technical standards for e-voting”, Strasbourg, 30 September 2004, <https://wcd.
coe.int/ViewDoc.jsp?id=778189>.

10 “Report on the Compatibility of Remote Voting and Electronic Voting with the Standards of the Council of Eu-
rope”, European Commission for Democracy through Law (Venice Commission), 12-13 March 2004, <http://www.
venice.coe.int/WebForms/documents/?pdf=CDL-AD%282004%29012-e>.

11 “Guidelines on Certification of E-voting Systems”, Council of Europe, November 2011, <http://www.coe.
int/t/dgap/democracy/activities/GGIS/E-voting/E-voting%202010/Biennial_Nov_meeting/Guidelines_certifi-
cation_EN.pdf>; and “Guidelines on Transparency of E-enabled Elections”, Council of Europe, November 2011,
<http://www.coe.int/t/dgap/democracy/activities/GGIS/E-voting/E-voting%202010/Biennial_Nov_meeting/
Guidelines_transparency_EN.pdf >.
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1.5 Key Principles in Observing the Use of NVT in an Election Process

Any election process in the OSCE areaq, including those using NVT, should ensure full
respect for all OSCE commitments. In particular, they can be summarized in the follow-
ing seven key principles that apply when observing and assessing the use of NVT. It
is worthwhile to examine these principles and their implications for NVT in more detail.

1.5.1 Secrecy of the Vote

Paragraph 7.4 of the 1990 OSCE Copenhagen Document requires participating States
to “ensure that votes are cast by secret ballot or by equivalent free voting procedure”.
This requirement is at the heart of a democratic election process, and any voting and
counting process that does not meet this commitment cannot be considered democratic.

Secrecy of the vote means that it should not be possible to associate a vote with a spe-
cific voter. This secrecy permits the voter to exercise her or his choice freely, without
the potential for coercion, intimidation or vote-buying. NVT systems must be consistent
with this requirement. Voters must not be able to prove to anyone how they voted, and
the system itself must not allow identification of a voter with her or his vote. When NVT
systems provide voters with receipts or codes in order to verify whether the vote was
recorded as cast, supplementary measures should be implemented in order to safe-
guard secrecy in accordance with OSCE commitments. Likewise, a system that retains
an electronic log that could be used to associate a voter with her or his choice would
also fail to provide for the secrecy of the vote.

1.5.2 Integrity of Results

The integrity of the results — the honest counting of votes and reporting of results as
required by paragraph 7.4 of the 1990 OSCE Copenhagen Document — implies a chain
of actions. All votes must be cast in the ballot box as the voters marked them, all
votes must be counted as cast and no votes should be illegally added to or subtracted
from the results. There must be no possibility for undetected fraud or error to alter the
results. In a paper ballot process, the integrity of this chain can be ensured through
observation of each step of the process and verified, if necessary, through the possi-
bility of a manual recount.

Similar to secrecy of the vote, NVT systems must provide a guarantee of the integrity of
results in order to comply with OSCE commitments on counting and reporting results.
There must be the possibility for meaningful verification of ballots cast electronically,
such as that provided by a manual recount or end-to-end verifiability. NVT that rely
solely on public trust in the honesty of election officials, vendors, programmers or
technicians do not provide an effective means of verifying electoral integrity. The ver-
ification mechanism must also fully guarantee the integrity of the results without com-
promising the secrecy of the vote.

Handbook for the Observation of New Voting Technologies 9



In all cases, verification should be able to be performed by a body independent from
that conducting the election and — in conjunction with verifying individual votes —
should be able to be performed for the entire number of votes counted. Systems that
allow individual voters to verify that their own votes have been recorded correctly are
not necessarily effective in guaranteeing the integrity of the overall results, unless ver-
ification can also be performed on a broader basis.

1.5.3 Equality of the Vote

Paragraph 7.3 of the Copenhagen Document says that participating States will provide
“equal suffrage to adult citizens”. While this requirement has broader ramifications, one
of the aspects of the principle of equality is that no voter will be able to cast more votes
than another, nor will citizens be prevented from participating in voting. This means that
NVT systems must prevent any person from casting more votes than is established by
law and must prevent any votes from being subtracted from the system. Some Internet
voting systems allow voters to cast their vote more than once, with the condition that
only the last cast vote counts. This helps to reduce the risk of voter coercion and vote
buying. Consequently, it must be possible to verify that no violations of the principle of
equality have taken place. At the same time, the principle of equality means that voting
should be accessible to all voters, especially for voters living within the country. The
use of technology in the voting process that discriminates against certain groups of
voters or discourages them from participating would not be in accordance with OSCE
commitments. NVT systems often also support voters in making their intended vote,
e.g. by helping to avoid unintentional over- or under-votes.' NVT systems should
determine whether an invalid vote is cast intentionally or unintentionally. While inten-
tional casting of invalid ballots should be possible, NVT systems should advise voters
how to avoid casting an invalid vote if they do not intend to. If NVT systems are used
together with traditional, paper-based voting channels, then all means of voting should
be equivalent and voters choosing either should receive equal treatment. Otherwise,
the equality of the vote could be endangered.

1.5.4 Universality of the Vote

Universal suffrage is enshrined in paragraph 7.3 of the Copenhagen Document. This
commitment means that all eligible adult citizens must have the opportunity to partic-
ipate in an election and effective means for their participation should be provided. If
NVT are used in polling stations, they should not be the exclusive method of voting,
as less computer-literate voters may have problems operating NVT systems. In such
cases, citizens should be provided with the option to use paper ballots if they wish.
Internet voting has the potential to provide easier access and more options for partic-
ipation in elections, especially for voters with barriers to accessing polling stations,
including those living outside their home country or voters with disabilities. As with all
forms of remote voting, including postal voting, this comes with a greater risk of voter
coercion or vote buying.

12 For more on over- and under-voting please see section 4.4 on Usability and Ballot Design.
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1.5.5 Transparency

Transparency is a cornerstone of the OSCE election-related commitments, as it is nec-
essary to verify that elections take place in accordance with the law and with demo-
cratic principles. Election observation is a key aspect of transparency, recognized by
paragraph 8 of the Copenhagen Document. Political parties, candidates and observers
should have the opportunity to observe the work of election authorities at all levels, and
especially the voting, counting and tabulation processes.

Such observation must be meaningful.’® The possibility of meaningful observation is
particularly important when significant changes, such as NVT, are introduced into the
election process. In the case of electronic voting and counting technologies, the mere
observation of voters and officials operating machines is not likely to be meaningful.
Observers need to have additional access in order to be confident that the election is
in full accordance with the law and with democratic principles. Observers should not
interfere in the process; however, they should have full access to documentation about
the system, including certification and testing reports. Observers should not be obliged
to sign non-disclosure agreements in order to have access to documentation or be able
to observe processes, as this would jeopardize the ability of the EOM to report on its
findings. Legislation and practice that do not allow for sufficient access by observers
cannot be assessed as fully meeting OSCE commitments.

Transparency also includes the obligation that all election stakeholders, including vot-
ers, should be provided sufficient means to learn in detail how NVT systems function.

1.5.6 Accountability

The 2003 Maastricht Ministerial Council Decision No. 5/03 underlined the importance
of the accountability of those involved in an election process to the electorate.'* For
NVT, this includes election officials, vendors, certification bodies and others involved
in procurement, management and utilization. Election officials should be responsible
for the overall conduct of elections, including the oversight of NVT. If NVT involve tech-
nology supplied by private vendors, the roles and responsibilities of these vendors
must be clearly defined. Similarly, certification agencies and other bodies must be held
strictly accountable in order to ensure that they fulfill their respective responsibilities.

Accountability also means that detailed minutes should be kept that describe the ways
election administrations or other eligible personnel interact with the system, when
this is done and who actually performs the work. The procedures described in these

13 For example, in paper ballot systems counting cannot be considered transparent if observers are present
during the counting but are kept at such a distance that they cannot see the content of ballots and cannot verify
that votes are being counted honestly.

14 OSCE Ministerial Council, Decision No. 5/03, “Elections”, Maastricht, 2 December 2003, <http://www.osce.
org/mc/40533>.
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minutes should ideally be certified by an independent auditor or by means of separa-
tion of duty.'®

1.5.7 Public Confidence

Public confidence is an important element of a democratic election process and has
been affirmed in OSCE documents, including the 2003 Maastricht Ministerial Council
Decision No. 5/03. Public confidence is always taken into consideration in ODIHR’s
election observation activities. Public confidence is based, in part, on the extent to
which political authorities, election officials and courts respect and uphold the princi-
ples identified above. Public confidence in elections may be damaged by perceptions
that elections are mismanaged or may not fully reflect the will of the people.

Public confidence is a helpful building block for the use of NVT. Where a significant
level of distrust or dissatisfaction with the election administration exists, the introduc-
tion of NVT may be problematic and may further diminish public confidence in elec-
tions. An incremental approach to introduction, together with thorough testing, verifi-
ability and full transparency, can help develop public confidence in NVT.

15 Separation of duty means that at least two people are required to operate on a system at the same time,
thereby providing checks and balances of each other’s conduct in an effort to curtail malfeasance.
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Election officials demonstrating new voting technology to voters in Kazakhstan, 2004.

The Role of EOM Analysts in
Observing NVT

When a country uses technology to automate the voting and counting of votes, this
may affect different aspects of the electoral process and cannot be considered in iso-
lation. Therefore, analysis of NVT needs to be an integral part of an EOM’s work and
its observation should be mainstreamed throughout each EOM.

Like other elements of an EOM, NVT observation is intended to analyze information
obtained, to assess the extent to which laws and practices meet OSCE commitments,
other international good practice and national legislation, and to then make construc-
tive recommendations for the participating State to consider following up upon.

Handbook for the Observation of New Voting Technologies 13



2.1 Role of the NAM

For the implementation of NVT, complex and time-intensive preparations are needed
that present challenges not only to national stakeholders, but also to EOMs. Many of
the preparations for the use of NVT take place before the arrival of a normal full-scale
EOM, which usually occurs six to eight weeks before election day. This gives Needs
Assessment Missions (NAM), which are sent to OSCE participating States whenever
elections are called to assess the need for ODIHR election-related activities, an import-
ant role when NVT are used. The NAM should inquire about the plans for NVT-related
events to help assess whether key events will take place before or after the deploy-
ment of the EOM core team. Such key events could include the production of voter
credentials,'® public tests of the NVT equipment, the key signing events'” ensuring the
integrity of the election, or the data destruction of essential NVT equipment.'® Based
on such information, the NAM may recommend that the experts deploy ahead or after
core team deployment dates. Teams of experts may be composed of two or more
analysts, such as NVT Analysts, sometimes together with election, legal or political
analysts in order to follow these key events.

2.2 Specific Tasks for an EOM

In order to effectively analyze the use of NVT in an election with respect to the
above-mentioned seven principles, each EOM will need to collect and assess certain
information about the technologies in use, including:

0 the type of NVT being used;

0 the stated reasons for using NVT and the perceived advantages over traditional
voting and counting processes;

7 the process for choosing, procuring and implementing the NVT system;

7 whether the decision to introduce NVT was widely agreed upon by political par-
ties, voters and other election stakeholders or, conversely, was controversial;

7 the legal regulations in place regarding the use of NVT, including observer access,
as well as any ongoing discussions regarding the introduction or provisions for
their use;

7 which documentation is publicly available about the NVT and which documenta-
tion is only available to a restricted audience;

16 Voter credentials can be voter identity cards; unique, one-time passwords; smart cards; or other means to
unequivocally identify the user as an eligible voter.

17 A key signing event is a meeting (mainly in Internet voting) in which essential members of the election
management body create a secret electronic “key”, which is used to protect the integrity of the electronic voting.
This key often is divided into several parts, stored on separate smart cards, which are then kept by individual
members of the election management body until after the closing of the election. Then these members reconvene
to put their parts of the key together, open the electronic ballot box and start the decryption of the electronic
votes, similar to the closing and counting process for paper ballots.

18 Data destruction is a method to make data unusable, once they are no longer needed, in a way that cannot
be recovered. This can be done in various ways, most commonly through magnetic, physical or thermal destruc-
tion of the storage medium.
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0 the usability'® of the NVT system; and
0 the training and voter education efforts for the use of an NVT system.

EOMSs with an NVT Analyst will be able to obtain and analyze information in greater
depth, considering issues such as the conduct of feasibility studies ahead of deci-
sion-making, selection and procurement of the system, certification and testing, usabil-
ity, security of software and hardware, data protection, transparency, management
of the system by election administrators, accountability of vendors and election offi-
cials, verification of the results and audits.2% However, other EOM analysts will play
an important role, especially in situations where an NVT Analyst is not present for the
entire duration of the mission.

Regardless of the technology used, a crucial task for the EOM is to understand whether
the NVT ensure the principles as outlined above, including the secrecy of the vote and
the guarantee that the results fully reflect voters’ choices, or whether there are gaps
that could compromise their fulfillment.

Beyond assessing the technology, an EOM should also acquire other types of informa-
tion about NVT use, based on meetings with state officials, candidates, political party
representatives, civil society organizations, vendors, media representatives, judges,
academics and specialists in the field, and others. Information, conclusions and recom-
mendations resulting from the observation should be included in the EOM’s reporting.
The following sections of this handbook provide more detail on all of these aspects of
observing and assessing the use of NVT in elections.

2.3 Role of Different EOM Analysts

Where relevant and possible, an NVT Analyst will be recruited for an EOM. The NVT
Analyst should be able to brief mission members and to provide additional guidance on
circumstances that may warrant special attention. All EOM members should be aware
of how NVT issues relate to their specific areas of concern and work together to ana-
lyze the context in which the use of NVT take place.

The roles of different EOM analysts that are likely to process NV T-related information
in the framework of a mission are described in the following paragraphs.

2.3.1 NVT Analyst

The NVT Analyst plays the lead role in observing and providing an assessment of the
use of NVT in an election and the implications this has on the overall process. The
main task for this person is to get an understanding of how the NVT are supposed to
function and how they function in practice, and to systematically analyze them accord-
ing to the seven principles mentioned above. This includes the process by which voting

19 “Usability” is defined as an analysis of the ease of use and learnability of a technology.

20 An audit is an evaluation of a system as to whether or not it fulfils pre-defined criteria. The result of such
an evaluation can be an audit report or a certificate.
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is conducted, how votes are counted and how votes or voting results are transmitted
for tabulation at the central level. In some cases, it may also include the electronic
identification of voters. It is also necessary to know what hardware and software is
used at each stage of the process. This position, therefore, requires broad information
technology expertise, computer security experience with election systems and a policy
background with regards to NVT in order to properly analyze all aspects of NVT, as
well as advanced reporting skills. In cases where the needs of an EOM require spe-
cialized knowledge in technical or policy aspects of NVT, the EOM may hire more than
one NVT analyst in order to cover all aspects.

The NVT Analyst should be prepared to brief the other members of the EOM core team
and any long-term and short-term observers on the system, and to identify critical
issues for observation. In addition, the Analyst will work closely with the members of
the core team listed below, in order to provide an analysis of the context in which the
NVT use takes place, as well as provide input to the drafting of observation forms.

2.3.2 Legal Analyst

The Legal Analyst is responsible for analyzing and assessing the constitutional and
legal provisions related to the use of NVT. This should be an integral part of the more
general assessment of the legal framework undertaken as part of every EOM. The
methodology for undertaking an assessment of the electoral legal framework as a
whole is outlined in the ODIHR “Guidelines for Reviewing a Legal Framework for
Elections”.?!

The work of the Legal Analyst will touch on several issues reviewed in this handbook,
since many of the practical implementation issues — for instance, certification, audits
and transparency — must also be regulated by law. The Legal Analyst will, therefore,
need to work closely with the NVT Analyst.

2.3.3 Election Analyst

The Election Analyst’s primary responsibility is assessing the work of the election
administration bodies. This includes the use of NVT in the election process. While the
Election Analyst would not necessarily be expected to have technical expertise regard-
ing NVT, this person must be aware of the specific issues involved and how these
issues affect the overall conduct of elections.

21  “Guidelines for Reviewing a Legal Framework for Elections”, OSCE Office for Democratic Institutions and Hu-
man Rights, January 2001, <http://www.osce.org/odihr/elections/13960>.
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2.3.4 Political Analyst

The Political Analyst is the EOM’s primary point of contact with political parties and
candidates, and also maintains contact with domestic observers and civil society orga-
nizations. This analyst is, therefore, well-placed to gather information and analyze the
attitudes of various political actors towards NVT and to assess their confidence in this
technology.

2.3.5 Media Analyst

The Media Analyst conducts quantitative and qualitative media monitoring for the EOM
and maintains regular contacts with broadcasters and print media. This analyst, par-
ticularly in smaller, Election Assessment Missions, is in the position to support the
work of the NVT Analyst in observing the public attitude regarding the use of electronic
voting in an election. In a situation where NVT are newly introduced to an electoral
process, media monitoring can play an important role in assessing the value added of
using NVT.

2.3.6 LTO Co-ordinator

The LTO Co-ordinator is the core team member who gathers and analyses regional
information gathered by LTOs, including that related to the use of and attitudes towards
NVT. The LTO Co-ordinator may task LTOs to follow specific aspects at the regional
and local levels. This is especially helpful in countries where different types of NVT
are used in different regions in the same election.

2.4 Code of Conduct for OSCE/ODIHR Election Observers

It is important to highlight that, in accordance with the ODIHR Observer Code of Con-
duct, all EOM members must avoid any interference in the election process. Particu-
larly, this means that an EOM cannot certify that an NVT system is working properly,
as this is the role of national authorities. Non-interference also means that observers
must not offer advice or suggestions to election officials or candidates, and that they
must not express any personal viewpoints on the NVT used in the election. Observers
must never handle NVT devices or equipment in a way that could be misconstrued as
tampering, nor should they conduct unauthorized tests, attempt to “hack” the system,
or otherwise compromise the impartiality and unbiased approach of the EOM.22 In
addition, observers should be careful not to violate the secrecy of the vote when trying
to obtain information about NVT.

22 “Hacking” is an activity intended to find out and make use of weaknesses in computer hardware, software
or computer networks, which could allow unauthorized use of the system.
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Destroyed hard drives formerly containing encrypted votes in Estonia, 2011.

Analyzing the Context for New Voting
Technologies: Observation by the
EOM Core Team

3.1 Decision Making on Whether and How to Introduce NVT

Like any change to an election process, NVT are not introduced and used in a vacuum.
The EOM should consider the background and the reasons leading to the implemen-
tation of electronic voting. In particular, the EOM should identify what challenges or
problems the NVT are meant to address. In addition to noting the benefits of the NVT
stated by interlocutors, the EOM should additionally inquire about other motivations for
using new technologies.
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The EOM should also consider the process for deciding to implement NVT. Significant
changes to an election process can affect voter rights, incur substantial costs and
can have far-reaching impact on public confidence in the process. Such changes are
therefore normally made after careful study and broad public discussion, in addition to
debates within national legislative bodies. The EOM should look at how public discus-
sion was organized and to what extent this discussion allowed for the input of different
views. It is important to note whether all political parties, civil society groups and rele-
vant experts were consulted and to what degree their concerns, if any, were taken into
consideration.

Another aspect of the decision to use NVT is the extent of agreement among political
parties. Opposition to the use of NVT may be an indication of a lack of trust in the
technology or in the capacity of the election officials to administer it. A decision taken
over the objections of some parties or significant sectors of civil society could damage
public confidence in the election process as a whole.

A further consideration for an EOM is the manner in which the NVT were put into prac-
tice. The decision to implement NVT can create challenges for meeting election dead-
lines. Often decisions to use NVT are made close to calling an election, providing little
time for proper preparation of such a complex endeavor. The gradual introduction of
NVT through a period of small, regionally limited pilot projects that include testing and
gradually extend NVT use over several elections can serve to identify and correct
problems and may help build public confidence in the technology.

Such a gradual introduction may be done, for example, through trials in non-bind-
ing elections, in a few municipalities during local elections or for a limited number of
polling stations in national elections. The usage of NVT on a large scale in a single
election cycle, on the other hand, exposes the election process to increased risks.
The EOM should carefully examine the motives for any large-scale introduction and
whether this is driven by concrete electoral needs, vendor interests or other consider-
ations. Furthermore, decisions to use NVT should not be made immediately applicable
to the next elections, in order to allow time for feasibility studies, procurement, plan-
ning, testing, evaluation, certification, voter education, public confidence building and
implementation.

The familiarity of the general public with information technology and the ability to use
it comfortably are important factors when introducing NVT, especially when no alter-
native paper ballots will be available. For example, if automated banking machines
are not widely used, or are only available in urban areas, then touch-screen voting
technology has the potential to confuse voters. Other indicators of public information
technology literacy are the extent of computer ownership and Internet access. A lack
of computer literacy could lead to a considerable number of voters requiring assis-
tance, which could impinge upon the secrecy of their vote or on their ability to choose
freely. Another risk is that technology could intimidate certain voters and cause them
to abstain from voting.
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The EOM should also consider the potential impact of the selected NVT on the elec-
torate as a whole, as well as in regards to specific groups of voters. NVT can become
obstacles for all voters in cases of technical problems and usability issues, when secu-
rity or cost considerations are prioritized over usefulness, or simply when too many
voters are assigned to each voting machine. In such cases, the voting process may be
complicated, take longer or may result in long queues. Also, if voters believe that the
system allows others to know how they voted, or if the system introduces additional
complexities in the voting process, they may be less likely to exercise their right to vote
as a result. Likewise, NVT offer the possibility to expand access for disabled voters or
speakers of minority languages but, if not implemented carefully, the technology can
be an obstacle to their participation.

After considering these issues, the EOM can make an overall assessment of the deci-
sion to use NVT. A determination can be made as to what extent the decision reflects
real needs; whether it was based on thorough study and public discussion; whether it
was the result of broad agreement or was strongly opposed by some sides; whether
NVT are being introduced gradually or hastily; the extent to which voters feel comfort-
able using the technology; and the impact on voting rights. This assessment will be
useful in evaluating the effect of the introduction of NVT on public confidence in the
election process as a whole, anissue that the EOM should discuss with all interlocutors.

Possible questions:

© What were the reasons for introducing NVT? What were the problems or
challenges the technology intends to address?

© Was the decision to introduce NVT taken after conducting a feasibility study? If
so, what group or groups conducted studies? What issues were covered? Was a
cost-benefit analysis made? Were reports made public?

© What was the extent of public discussion? Were civil society groups and
academics able to contribute in a meaningful way? What are their positions
regarding the introduction of NVT and to what degree have their concerns been
taken into consideration?

© Was there broad agreement among political parties or was there substantial
opposition? Do all sides feel that their concerns were adequately considered?

© Was NVT introduced in a gradual way, such as through pilot projects? If so,
how many such projects have been conducted? Were they conducted in real
and legally binding elections? Is information available as to how authentic and
realistic the pilot projects or tests were? If NVT were introduced on a wide scale,
what was the reason for doing so? To what extent were lessons drawn from the
pilot integrated into successive uses of NVT in the country?

© To what extent are voters familiar with new information technologies in general,
such as automated banking machines, computers and the Internet? Have
studies been conducted on information technology literacy among the general
public?
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© How does the system affect the voting process for potentially vulnerable
groups of voters? What are the views of elderly voters, women voters, national
minority or disabled voters? Are they more or less likely to vote as a result of the
introduction of NVT?

© To what extent is there public confidence in NVT? Do NVT command the same
level of confidence as the system they are supplementing or replacing?

© What regulations are in place to ensure against possible conflicts of interests
among vendors, certification agencies and election officials? Is there a code
of ethics to prevent biased decision-making or the acceptance of anything of
financial value between vendors and officials?

3.2 The Legal Context

This section focuses specifically on whether the legal framework fully ensures that the
use of NVT complies with OSCE commitments and other international good practices
for democratic elections, and whether the application of NVT is in line with these prin-
ciples, as well as with national legislation.

A key task of the EOM is to understand how NVT are regulated for the election being
observed. This requires careful examination of constitutional requirements, laws and
regulations governing elections. It may also require review of other legislation, such
as that relating to data protection. Previous court challenges to NVT and the resulting
jurisprudence should also be considered.

Detailed regulation may be provided primarily in electoral laws regulating the election
itself or, alternatively, the legal framework could establish only general rules, leaving
the detail to binding regulations issued by the electoral authority. While the latter is
advantageous in terms of flexibility, it can give too much scope for election proce-
dures to be adapted to the needs of the technology, instead of the other way around,
and to circumvent important safeguards if time becomes scarce due to delays in the
implementation of the NVT system. There must also be no significant gaps in the legal
framework; for instance, it should be clear what steps are taken if the NVT partially or
completely fail in one or more polling stations.

A second key task is to examine whether the electoral legislation clearly defines at
least the principles for secrecy, equality, universality, transparency, accountability and
the integrity of the results. The equality and secrecy of the vote are included in the con-
stitutions of many participating States. If special provisions are required to ensure that
NVT systems guarantee these principles, these should ideally be set out in the elec-
toral legislation. The EOM should, therefore, confirm that the legal framework requires
equality and secrecy of the vote and assess whether the provisions related to NVT are
consistent with these requirements, as well as whether it regulates the use of NVT in a
similar way to paper-based voting. As such, the law should clearly delineate and reg-
ulate all stages of the use of NVT in the electoral process, including the distribution,
set-up, starting, operating, stopping and closing of the system, as well as the storing,
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counting and tabulation of the votes. As is the case in paper-based voting, the law
needs to establish clear criteria to determine the validity of an electronic ballot, espe-
cially in cases of NVT system malfunction.

The electoral legislation should also address how the NVT system can ensure that
votes are counted honestly. This means that, in the event of a legal challenge or an
audit of the results, the NVT system should provide the possibility of meaningful verifi-
cation of electronically cast ballots. As noted above, the possibility of a manual recount
of paper records can provide a means of verification when systems are operated in
controlled environments. For this to be meaningful, the law should require that the
paper record be both verified by the voter and retained by the system (a VVPAT). The
law should determine who may request a recount and under what circumstances.

Another important consideration is how the principle of accountability is established in
the election legislation and regulations. If the NVT involve technology supplied by pri-
vate vendors, legislation should regulate the vendors’ responsibility in order to ensure
that there are no grey areas in which vendors could usurp responsibilities vested in
public authorities. Private contractors or vendors should not replace any relevant func-
tions of the electoral administration, which should remain in full control of the electoral
process. Similarly, certification agencies must be held strictly accountable in order to
ensure that they fulfill their respective responsibilities.

The law should also determine the extent of access for observers, political parties
and voters. The EOM should consider whether the law adequately and appropriately
provides for observer access to the system in accordance with the principle of trans-
parency. Access can be provided through the possibility to test NVT in an adversarial
manner (in which specialists attempt to identify security weaknesses or other flaws in
an unscripted manner), to review documentation such as feasibility studies, procure-
ment material, manuals, evaluation and certification reports, source code?3 or elec-
tronic logs of the system.

In terms of security of the NVT, it is important to know whether and what kind of provi-
sions are foreseen in the criminal code for attacks on IT systems, and whether special
provisions exist for attacks on IT systems used for electoral purposes.

Special attention needs to be given by the EOM to the assessment of the legal frame-
work for the consideration of complaints and appeals, as well as to observe the func-
tioning of the complaints and appeals process in practice, including cases of legal
challenges related to NVT issues. Such challenges may be related to the use of the
system itself during the voting and counting process or they may be about other ele-
ments of the process, such as certification of the system or what happens if the NVT
system fails to function. Although NVT allow for rapid reporting of results, this should
not preclude the possibility to appeal decisions or to challenge results, and the dead-
lines established by law should appropriately reflect this right.

23 Source code is human-readable text written in a specific computer language that can be readily translated
into a set of computer instructions, i.e., an executable program.
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In the event of legal challenges to the results, there should be guidance as to what
the legal basis is for conducting a recount, and what body has the authority to order
a recount. A recount may be required if there is a complaint claiming evidence of an
anomaly or failure that could have affected the results.

If a paper record is retained by the NVT, the legal provisions should require a random
audit of electronic and paper results in at least a statistically relevant percentage of
polling stations as a further means of verifying results. Such audits should be open to
observers. System flaws, printer malfunctions or intentional malfeasance might result
in situations where the electronic and paper records do not reconcile and correspond
in the event of a manual recount or audit. In cases of discrepancies that do not seem
to result from simple human error during the conduct of the manual recount, the law
should clearly state how the discrepancy affects the results and whether any portion of
the results must be invalidated. The legal framework regulating challenges of election
results should address the issue of whether paper or electronic records prevail in the
event of legal disputes.24

If the law provides for a means of verification of the integrity of the results other than
through manual recounts or manual audits of results, the EOM must carefully assess
whether the mechanism fully guarantees the integrity of the results without compromis-
ing the secrecy of the vote.

Finally, the EOM should consider data protection issues. Paragraph 24 of the 1991
OSCE Moscow Document recognizes the right to privacy. This is especially relevant
in technological applications where a voter’s identity may be recorded in some way,
such as in an Internet voting process. The EOM should determine what data protection
requirements exist and whether the NVT system complies with these requirements,
including any special requirements that may exist for systems processing sensitive
personal data, such as voters’ political opinion. Furthermore, an EOM should try to
assess whether the benefits of using NVT, especially when personal data is involved,
are proportional to their added value to an electoral process. Data protection standards
require that every voter is made aware of the existence of automated processing, the
kind of data collected and the identity of the data collector; that the data is only pro-
cessed in relation to the respective election and not used for any other purpose; and
that it is not kept for a period longer than is necessary (i.e., it is destroyed after the end
of the complaint and appeals process).

24 In general, preference should be given to the paper record. The main focus should lie in ensuring that both
paper and electronic records come up with comparable results. If doubt persists, a repeat of the election could
be considered.
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Possible questions:

© How is the use of NVT defined and regulated by law? Are the laws and/or

regulations regulating the election sufficiently detailed so as to provide clear
guidance on all NVT issues?

Has the use of NVT been previously challenged in court? If so, on what grounds
and how were the cases resolved?

Does the law fully provide for the equality and secrecy of the vote? Are legal
provisions relating to NVT consistent with these principles? For example, does
the law give the voter an opportunity to retain any document or data that could
enable the voter to prove the content of the vote when coerced, or does the
verification process associate voters with their votes?

Does the legislation provide a means for full verification that the results
represent the authentic choices of the voters?

Does the legislation require that the NVT system retain a paper record of votes
cast? If so, is it verified by the voter, i.e., a VVPAT?

What are the provisions for auditing voter-verified paper records? Are these
audits conducted automatically or on request? Does the law allow voter-
verified paper records to be considered in conducting recounts? Which record,
electronic or paper, is considered the legally binding ballot?

Does the legislation adequately define the accountability of election
administrators, regulatory bodies and vendors involved in the procurement,
administration and oversight of NVT systems?

To what extent does the law require that actions of the election administration
regarding the electronic voting system be documented?

Does the law establish what happens in the event that NVT fail to function
properly?

In what ways does the law provide for observer access to NVT? Are observers
granted access to the documentation regarding NVT? Are there any restrictions?
Are observers legally entitled to obtain the source code, as well as certification
and auditing reports?

Do the legal provisions for complaints and appeals allow for effective review of
NVT-related complaints? Who is entitled to file a complaint regarding the use of
NVT? What can be considered as evidence? Does the law provide for random
manual recounts of votes? Under what circumstances?

What are the legal requirements for data protection? Do the election procedures
respect these requirements, especially in the processing of sensitive data?

Does the legal framework provide enforceable sanctions for attacks on the
NVT system?

Does the legal framework provide adequate time-frames for key decisions
related to NVT, including procurement and testing?

24
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3.3 NVT and the Electoral System

The EOM should analyze a basic set of data on the extent to which NVT will be used
in the election. If NVT are used in polling stations, it is important to know how many
polling stations are equipped with NVT, where they are located, how many voters are
affected and whether such voters represent a particular group (for example, a national
minority or people with disabilities). It is also important to know whether voters in the
selected areas will use NVT exclusively or, alternatively, whether they will also be
able to use paper ballots. Similar information should be gathered if Internet or another
remote electronic voting method is used.

Another initial task of the EOM is to consider the electoral system and its impact on the
potential implementation of NVT. For parliamentary elections, a nationwide, propor-
tional system with closed lists may require only one type of ballot, used by all voters.
A preferential list system allows voters to choose one or more candidates within a list,
or even across multiple lists. A constituency-based system, whether multi-mandate or
single-mandate, will require different ballots for each constituency. Multiple elections
conducted simultaneously, such as local and regional elections, will require multiple
electronic ballots for each constituency. All these would impact the ease with which
NVT could be implemented.

Regardless of the relative complexity of the system, it is important that every voter
in a given constituency receives the correct ballot or ballots. This is analogous to
elections conducted with paper ballots, with a key difference being that NVT must
be programmed for each ballot type in advance of each election. The uploading of
the ballot can be done by different technical means and can happen centrally or at a
lower level. An important consideration is that uploading data entails certain computer
security risks and should be done according to a pre-determined protocol available to
observers.

In addition to system security, the type of ballot needed also has implications for ballot
design. In contrast to paper ballots, which are not restricted by size, the size of com-
puter screens limits the number of options that can be shown at one time.

Both topics are dealt with in greater detail in the following section.
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Possible questions:

© What is the scope of NVT used in the election? If NVT are used in polling
stations, what percentage of polling stations will use NVT and what percentage
will use paper voting (or both)?

© Will voters in polling stations using NVT devices be able to vote by paper ballot,
if they prefer this method?

© If Internet voting or other remote electronic voting technologies are in use, what
percentage of voters will have access to this technology? Is such use limited to
any geographic region or voter group (for example, a national minority or people
with disabilities)?

© What are the implications of the electoral system in place for the NVT?

3.4 Political Parties, Civil Society and Media

The views of political parties regarding the introduction of NVT are an important indica-
tor of public confidence. The EOM should ideally seek the views of all parties compet-
ing in the election, but where this is not possible due to a large number of parties, the
EOM should especially discuss NVT issues with the parties represented in parliament
or major parties in government and the opposition. The reasons for either support for
or opposition to electronic voting will be important for understanding the overall con-
text. Parties should also be asked what steps, if any, have been taken by the election
administration or other authorities to address their concerns. The confidence of parties
in the professional capacity and objectivity of election administration — which may be
different from that related to NVT — should also be discussed.

Civil society groups are another source of information for EOMs. Domestic observer
groups may be observing the use of NVT and may have public positions in this respect.
In some countries, small groups of academics or computer experts may be active on
this issue, and the EOM should seek their views. Where this is not the case, the EOM
should attempt to speak to relevant information technology experts, as this will often be
helpful in obtaining insights on the background for introducing the system, the vendors
involved and public computer literacy.

The EOM should assess the extent to which political parties and civil society groups
are observing the use of NVT. If they seem to be rather inactive, this may be a sign of
overall trust, but it may also be due to restrictions on observing or to lack of expertise.
The EOM should ask whether parties, domestic observers or others have requested
access to any aspect of the process and, if so, what checks they were able to perform
and what information they were unable to obtain, if any. The EOM should also find out
whether such groups are able to obtain access to all the documentation requested,
including system documentation, certification reports and source code.
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It is also useful to monitor whether the use of NVT is a campaign issue, and to what
extent there is public discussion on the topic. The EOM’s media monitoring can gener-
ate statistical data on the coverage of the issue in various media and on the amount of
voter education material in the media, including its diffusion by media.

Another relevant issue may be the extent of Internet access and use in the country.
The extent to which the Internet is freely accessible is an important contextual issue.
If political information is censored or certain websites are made inaccessible, this may
impact the public perception of the use of computer technology in an election process.

Possible questzons

© What are the views of potmcol parties regqrdlng the introduction ond use of
NVT? Did any political parties oppose introduction? If so, do they still maintain
that position? What are the reasons cited for any opposition? Is the use of NVT a
compmgn issue?

© To what extent are political portles and condldotes familiar with NVT'?

© What are the views of domestlc observer orgonlzotlons’?

© Have polmcol parties, ccndldotes and domestic observer groups observed any
aspect of NVT?
> If not, why?
> If so, what have they found?
> Were there any aspects of the process or any documentation that they were
unable to access?

© What are the views of |nformot|on technology experts and ocodemlcs’7

© Whatis the extent of public dlscussmn regarding NVT issues? To whqt extent is
this discussion present in the media?
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An election official demonstrating ballot scanning technology in the Russian Federation,
2011.

Assessing New Voting Technologies:
The Work of the NVT Analyst

The NVT Analyst has the primary role within an EOM in providing an assessment of
the use of NVT in an election. In addition to collaborating with other members of the
core team to assess the context, the analyst will pay detailed attention to a number of
aspects of NVT requiring technical expertise in information technology and computer
security.

4.1 Procurement and Acquisition of NVT

One issue for the NVT Analyst to consider is the way in which the technology was pro-
cured and acquired. Although an EOM does not determine whether the “best” system
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was chosen, the process by which a particular system was chosen may provide import-
ant background information.

OSCE participating States have acquired their NVT systems in different ways. In some
cases, authorities have developed the technology themselves, often in co-operation
with a private or public company. In other cases, the authorities have purchased or
leased existing systems from specialized private vendors. No matter the source, the
background and experience of the vendor or developer should be considered. If the
vendor has little experience with NVT or if previous experiences have demonstrated
serious flaws with its technology or its application, then there may be cause for con-
cern. Links between a vendor and any political party or public official, or other factors
that may cast doubt on the perception of the vendor as a neutral supplier, may also be
indicative of a flawed procurement process.

Anotherimportant factor to consider is the overall transparency of the selection process.
The criteria used for selecting a particular type of system should be clearly established
in advance of selection and made publicly available. This includes not only techni-
cal criteria but also purchasing and procurement criteria. The EOM should attempt to
determine if there was an open, competitive bidding process based on pre-determined,
publicly available criteria. If this is not the case, or if there are indications that the crite-
ria were “tailored” to a particular vendor, the EOM should take this into account.

Possible questions:
© Who developed and produced the NVT?

© Who owns the NVT? How long is the contract between the election management
body and the vendor? Does the contract contain security or maintenance fees
or costs for data storage that result in high long-term costs? Who is responsible
for handling incidents on election day, the election management body or the
vendor?

© In addition to meeting technical and procurement requirements, did the selected
vendor have prior experience with electronic systems used in elections? Was
that prior experience evaluated as positive or negative?

© Does the vendor or developer have any links with particular political parties,
candidates, political figures or public officials? If so, have interlocutors raised
concerns about these links?

© When all stages and phases of the process are viewed as a whole, was the
process transparent and subject to public scrutiny?

© Was the selection process open so that all vendors had the opportunity to
participate or, does it appear that the process was “tailored” to a particular
vendor?
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4.2 Role of the Election Administration in the Use of NVT

Analysis of whether the election management body has full control over the imple-
mentation and management of the NVT system is an important consideration for the
EOM. Given that NVT are interconnected with several aspects of the election process —
including not only voting but also party and candidate registration, tabulation of results,
voter registration and maintaining voter lists and information — the election administra-
tion should see NVT as an integral part of the election process, rather than as a feature
to be delegated to technicians or other institutions.

The EOM should identify which election administration bodies are responsible for issu-
ing NVT regulations, for programming and operating the system, and for providing
oversight of electoral integrity.

In some election administration systems, all tasks may fall under a single hierarchical
system with one primary authority, such as a central election commission. In others,
these tasks may be divided in a decentralized way, with one body (for example, a
government ministry) being responsible for issuing regulations, local authorities being
responsible for deployment and operation of the system and a third body being respon-
sible for ensuring that implementation of the NVT takes place in accordance with the
law. While this structure may correspond to that used to conduct paper-based elec-
tions, there may be important differences that need to be acknowledged when NVT
systems are used.

The EOM should also identify the structures, such as departments or units, within each
election administration body that have primary responsibility for NVT issues and the
scope of their responsibilities. It would be useful to determine whether these structures
are dedicated solely to NVT or also deal with other issues, such as voter lists, pro-
duction of voter education materials or IT management for the election administration
body. If these are not dedicated structures, there is the potential for them to become
overstretched by taking on the added NVT management role.

4.2.1 Voting Process Re-Structuring

Proper planning is a prerequisite for the successful conduct of an election, especially
when using NVT. In addition to technical specifications for the technology itself, the
election administration should consider a re-structuring of the voting process to explic-
itly take account of the use of NVT as an essential element, especially when they
are being introduced for the first time. Changes may be required in the procedures
for advance voting, printing voter material, setting up voting booths, identifying voters
and in other elements. If the management of the voting process is not reviewed and
redesigned, this may have unanticipated consequences for the electoral process. For
example, insufficient numbers of NVT devices or voters taking more time than antici-
pated to vote using the devices may result in long waits. Consolidation of polling sta-
tions in order to accommodate limited numbers of electronic voting devices may gen-
erate problems with voter lists or in voter confusion regarding their polling locations.
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4.2.2 Multiple Voting Channels: Integration of Electronic and Paper-Based Voting
Processes

The complexity of the overall voting process may be increased when NVT are used in
parallel with paper-voting systems, as is often the case. The procurement and distribu-
tion of electoral materials, management of voter lists, instructions for polling officials,
training, voter education and tabulation of results will all be affected to some extent by
the use of multiple methods of voting (or “channels”).

The EOM will need to check that the availability of multiple channels does not dis-
enfranchise voters, allow them to vote more than once or force them to use an elec-
tronic system against their will. This requires communication between channels. For
instance, there must be a system in place to prevent a voter from casting ballots by
both Internet and paper ballot. In systems in which voting by paper legally cancels and
replaces a vote cast by Internet, the EOM should check that the cancelling of electronic
votes or duplicate electronic votes is done properly and before votes are counted. This
should be done in such a way that the content of the vote cannot be associated with
the voter. If this mechanism is implemented on election day, this should be carefully
assessed by observers.

For the tabulation and announcement of results in elections using multiple voting chan-
nels, the EOM must identify the method for transmitting the results in the paper-based
system and in the NVT, and how the multiple sets of results will be aggregated. If the
data from the NVT and the paper-based process are transmitted by different methods,
then there will be a need to aggregate the data at some point.

To ensure the transparency of the tabulation of results, it is important that it is possible
for political parties, candidates and observers to verify that polling station results have
been tabulated correctly at higher levels of the election administration. This requires
that the tabulation system provides clear, detailed information that is readily and pub-
licly available. The complexity of having multiple systems or any resulting delays in
reporting should not be used as excuses for not providing adequate information.

4.2.3 Oversight

After identifying the management structure for the use of NVT, the EOM should con-
sider how management and oversight of the technology is done in practice. The roles
and responsibilities of each level of the election administration should be clear for the
respective election officials, and the EOM should verify that each level receives the
necessary materials, instructions, training and financial resources in a timely manner.
The EOM should also verify the extent to which in-house capacity to manage the NVT
exists and/or that effective oversight mechanisms are in place to ensure that each elec-
tion administration body is carrying out its responsibilities appropriately.
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In addition, an assessment should be made of the degree to which election admin-
istration officials understand the technology in use and the potential risks. If officials
believe that NVT issues are primarily technical in nature and should, therefore, be left
to technical experts, they may be less prepared to provide proper oversight or to take
corrective action if problems arise. The EOM should also attempt to identify any con-
cerns that election officials have about the NVT or its management.

4.2.4 Risk Management

The election administration may plan for unexpected problems or even failure of the
NVT system, due to either technological or human factors. The EOM should assess
what contingency planning has been prepared by the election administration regarding
possible system failures on election day. This includes ensuring that electronic data
are preserved and recovered in the event of physical failure, such as loss of electricity;
identifying who is responsible for fixing the problem and the maximum response time;
providing a manual to assist polling staff in addressing problems; and providing voters
the opportunity to cast their ballots even if the system cannot be returned to working
order. The voting period in Internet voting may be stopped several days before election
day in order to give voters the opportunity to vote on paper, should major problems be
detected during that period.

4.2.5 Role of the Vendors

Itis important that the EOM understands the relationships between the election admin-
istration and any vendors or other outside companies. While vendors often have a role
to play in maintaining and updating NVT, due to their technical knowledge, election offi-
cials are responsible for the conduct of elections and should have full authority, over-
sight and accountability over technicians. Where there is a significant degree of reli-
ance on vendors, even on a temporary basis or through intellectual property rights to
implemented products and software, observers should inquire further to assess if this
reliance has fundamentally altered the ability of the election administration to properly
control implementation of voting processes. Any indication that vendors, rather than
election officials, control the process is a cause for concern, as this can compromise
the impartiality and independence of the election administration.

The EOM should look into whether essential parts of the electoral process are out-
sourced to vendors and suppliers and the vendors’ liability and responsibility. The
vendor should have a continuing responsibility to maintain and service the system.
This includes addressing design errors, malfunctions or other problems with the NVT.
It should be clear that the role of the vendors and suppliers is to support the conduct of
genuine and democratic elections. They should not replace any relevant functions of
the electoral administration, which should remain in full control of the electoral process.
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4.2.6 Training of Polling Officials

As with paper-based election systems, training of election administration officials is
critical for the use of NVT in a manner consistent with legal and democratic principles.
Given the complexities and challenges of using NVT, extended training for polling offi-
cials is likely to be necessary. Commissioners must have a basic understanding of how
the NVT work, in order to respond to minor and major technical problems, to explain the
technology and answer questions about its use, to inform voters and, last but not least,
to help build their confidence in the system.

The EOM should assess the overall effectiveness of training, to the extent possible.
Training plans should reflect the timelines and budgets necessary for extended train-
ing, and the methodology should focus not only on legal requirements and procedures,
but also on what to do in case of problems. The EOM should attempt to observe the
training of polling officials and to review training materials. This may provide a bet-
ter understanding of the electronic voting process and could be particularly valuable
for the STO briefing. Observation of training sessions and review of training materials
could also reveal shortcomings in training that might lead to potential election day
problems about which observers should be aware.

4.2.7 Voter Education

Voters should generally be able to make their choices and cast ballots without assis-
tance. Thus, voter education is critical for the implementation and use of NVT. The
EOM should assess the extent to which information about the system has been made
available to voters and the completeness of this information, particularly when a new
system is being implemented or where significant modifications have been made to an
existing system. In addition, such voter education should give a balanced overview of
the benefits and challenges of voting by electronic means or, in cases when both voting
channels are available, by paper means. Special attention should be given to whether
the voter education material is also available in minority languages.

Detailed information on voting procedures should be made available before election
day, in different forms of media. Such information should also be available at polling
stations on election day (if relevant). In addition to being informed on how to use the
NVT, voters should be informed about how the system works overall, how secrecy
of the vote is ensured and how the results can be meaningfully verified. As voters
themselves will often be the first to notice any problems with a given machine, voter
education materials should include information on how to deal with potential problems
(normally, the appropriate course of action is to inform a polling official).

Ideally, election day should not be the first occasion when a voter uses the electronic
voting system. Apart from a gradual approach in introducing NVT, hands-on testing by
the public prior to election day or mock elections can be an effective method of voter
education.
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Possible questions:

© What steps of the electoral process are supported through electronic means?

Apart from new technologies used in the voting and counting process, what
ICT systems are used to manage the election process? In what ways are the
interfaces between these systems standardized and tested?

If multiple voting channels are used, has the election administration taken into
account the different requirements of these channels for distribution of materials,
instructions for polling officials and electoral deadlines?

How is the voter list managed? Are measures in place to prevent voters from
voting more than once by using different voting channels?

How will results from paper-ballots and electronic ballots be tabulated? Do
political parties, candidates and observers have access to the results at each
stage of the counting and tabulation process? Is the publication of results
detailed and complete?

Is the use of NVT proportional in regards to adding value to the overall electoral
process? Was this elaborated in a feasibility study prior to decision-making?

What measures are in place to ensure secrecy of the vote?

How do NVT address the situation when a candidate is de-registered or pulls out
of an election?

In cases of Internet voting, how may out-of-country voters participate (including
registration, receipt of voting credentials, etc.)?

How is the management of NVT structured within the election administration?
Are the roles and responsibilities clearly defined? Are there departments or units
in the election administration dedicated to NVT? How does the management of
NVT function in practice?

What level of understanding do election officials have of NVT, both in practice
and in general? To what degree are they involved in oversight of the use of
NVT? Do they have any concerns about the use of NVT in the election?

How thorough is the election administration’s planning for the introduction

and use of NVT? Have election officials received information, materials and
financial resources sufficiently in advance to enable them to manage the system
appropriately? Have contingency plans been made for potential breakdowns of
the technology or for problems in the deployment and use of NVT?

What is the extent of vendor (or other outside organizations’) involvement in the
management and operation of NVT? Does such involvement compromise the
impartiality or independence of the election administration? What accountability
provisions are in place for vendors?

What legal or contractual provisions are in place regarding the maintenance
and update of NVT? What is the contractual relation between the vendors and
suppliers and the electoral administration?
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© s training effective in ensuring that election officials are able to manage polling
procedures? Does training on the operation of NVT cover their interaction with
other parts of the polling process?

© How are voters being educated on NVT? Do education materials go through
each step of the voting process? Is hands-on testing available for the public?
If so, how well did voters appear to understand the voting process? Were any
problems observed?

© To what extent is voter education material presented in the media? Is it available
from multiple sources and throughout the country?

© What is the level of computer and Internet literacy in the country?

© What is the level of Internet penetration in the country?

4.3 Security and Secrecy of the Vote and Integrity of the Results

Safeguarding the secrecy of the vote and ensuring the integrity of the results in a ver-
ifiable manner must be part of the fundamental design of the NVT system. These key
principles can be adversely affected by technological or design flaws. The integrity of
the process is violated when the system does not record the choice made by the voter
properly or does not count it properly. For instance, this could occur if an incorrectly
calibrated touch-screen device records a choice for candidate A when the voter has
touched the button for candidate B, or if ballot scanning devices do not record voter
choices correctly. Software bugs that cause errors in counting or tabulation of votes for
any candidate would damage the integrity of the results.

However, even when the basic architecture of the system is appropriately designed to
safeguard the secrecy and integrity of the results, NVT will still be subject to a number
of potential security threats. These threats may be external to the system, such as
hacking, or may come from within, such as manipulation by election officials, vendors
or other technicians. While security threats also exist in traditional paper voting pro-
cesses, a key difference is that attacks on NVT may require technological skills and
significant resources not possessed by the typical voter to be detected or observed.
The EOM should verify that the NVT and their management include robust security
measures against potential threats and that the legal framework regulates measures to
be taken against such attacks.

In the context of NVT, hacking is considered to be any illegitimate entry into the system
made by anyone external to the management of the process. For direct recording elec-
tronic (DRE) voting and ballot scanning systems, safeguards must be in place to pre-
vent physical tampering with devices. The EOM should check, for instance, that USB
ports or other external connections are not easily accessible. Additionally, storage and
transport of NVT devices should be done in a secure manner under defined protocols,
and access to the devices should be observed when they are not in use, with appropri-
ate records kept. Hacking can also take place if devices are connected to the Internet.
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The EOM should check whether NVT devices have the capacity for remote access and,
if so, what measures are in place to prevent illegitimate access.

For NVT that rely on the use of the Internet for the transmission of data, the physical
protection and operation of the central information systems is especially important in
order to avoid significant failures, such as the loss of even a small number of votes or a
period of downtime. Ideally, this includes mirrored operation in two access-controlled
data centres with physical separation from any other information system operated in
the same location.

In addition to physical intrusion, external hacking is a particular threat. The EOM must
verify how the system prevents or detects illegitimate access, and should assess the
likely effectiveness of these measures. In Internet voting systems, the EOM must con-
sider the way the system verifies the voter’s identity and what potential threats that
could create. In addition, the overall protection of the information systems from unau-
thorized external access, through the use of dedicated transmission lines, firewalls and
overall security concepts, should be considered.

Manipulation of data by election officials, vendors or technicians is another potential
threat created by NVT. The EOM should check what procedures are in place to limit
the ability for any individual to compromise the system. For instance, there should
be a division of duties within the election administration to minimize the opportunity
for internal manipulation. Physical and electronic access to the NVT system should
be strictly regulated by written procedures. Any such access should be observable
and limited so that election officials or vendors have access only to components that
come within the purview of their responsibilities. The EOM should also check whether
sensitive system operations are performed by more than one person and whether a
written record of all operations performed is maintained. Security procedures must be
both effective and fully implemented; only measures that provide justified proof, such
as tamper-proof security seals with unique numbering, secure time-stamping of doc-
uments and similar mechanisms to prove authenticity of procedures, constitute safe-
guards against malfeasance.

While such security measures are necessary, they may not be sufficient to guarantee
electoral integrity or to maintain public confidence. Adequate verification measures,
especially audits of voter-verified, paper records, are required to fully guarantee the
integrity of the vote.

There are additional threats related to voting by Internet. Distributed denial-of-service
(dDoS)2® and similar attacks can potentially interrupt the work of the Internet voting
server or make the system inaccessible to voters. Such attacks are detectable and
could necessitate postponement of an election. EOMs should, therefore, check what
security measures have been put in place to protect systems from such attacks.

25 A dDoS attack is an attack on a computer system or network in which a simple automated request is repeated
at a very high frequency, with the aim of overloading the system’s connection lines or computing capacities.
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In Internet voting, voters themselves may also be targets of various computer threats.
These could include malicious software, designed to change the voter’s choice or
identify the voter, inadvertently being installed on the voter’s computer, or false web-
sites designed to make a voter erroneously believe that she or he has cast a vote.
While these threats are difficult to address due to the nature of remote voting, the EOM
should, nevertheless, check what measures have been adopted to guard against them.

In addition, remote voting procedures — Internet, but also paper-based postal voting —
allow voter intimidation, coercion and vote buying, as the voter cannot be protected to
the same degrees by the election commission from such undue influence as within a
polling station. The EOM should check if safeguards are in place that can potentially
reduce the extent of such influence. With Internet voting, some systems provide for
the possibility to re-cast a ballot more than once or to cancel the electronic vote with a
paper vote prior to election day, including in a polling station.

Possible questions:

© Does the NVT system contain any design elements that could allow a voter
to be identified with her or his vote, or that could permit a voter to be directly
intimidated or influenced in her or his choice?

© What safeguards are in place to prevent hacking? If NVT are used in polling
stations, are these transported and stored in a secure manner? Is there a
protocol for handling the devices? Is there any documentation regarding who
has had access to the devices since their last use? When were the last updates
to software made and by whom?

© Do the devices have any readily accessible interfaces, such as USB ports? If so,
how are these secured? What capacity do the devices have for receiving data
from external sources? Can they be accessed by Internet, or wireless means? If
s0, what protection measures are in place to ensure data integrity?

© If the NVT rely on transmission of data by Internet, what measures are in place
to prevent or detect external hacking to either retrieve or alter data?

© What measures are in place to prevent illegitimate internal manipulation of the
system? Are these likely to be effective?

© For remote Internet voting systems, what measures are in place to identify,
thwart and sanction dDoS or similar attacks? Have any measures been taken to
address the security of external computers used by voters to cast their ballots?
How are voters identified by the system? How does the system ensure that
voters do not vote more than once?

© Are measures in place to provide voters with the ability to avoid undue influence,
such as the ability to re-cast a ballot electronically or cancel an electronic vote
by casting a paper vote? Are these measures effective?
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4.4 Usability, Ballot Design, Voter Accessibility and Reliability

Elections should present voters with clear choices and should maximize the univer-
sality of suffrage while balancing this against essential safeguards to protect elec-
toral integrity. The EOM should, therefore, carefully consider the extent to which NVT
systems are understandable and usable for voters. The main aspects that should be
assessed in this respect are the user-friendliness of the technology, ballot design, the
ability of the NVT to accommodate all voters and the robustness of the system in terms
of malfunction or voter error. In order to assess these aspects, the EOM should attend
public and closed pre-election tests, analyze voter education material and conduct
interviews with relevant stakeholders to gain an understanding of efforts taken in this
regard.

4.4.1 Usability

NVT systems should be designed in such a way that they are easily understandable for
voters and relatively simple to use. The usability of NVT will generally be correlated to
the overall computer literacy within a country, the scope of voter education efforts and
the opportunity for public testing of devices prior to elections. There are also a number
of factors regarding NVT devices, themselves, that should be taken into consideration.

The physical design of the NVT should facilitate the voting process. They should not
allow voters to switch off the device or to undertake any action that would prevent them
from casting their ballots. The size of the screen, brightness and legibility of the display
should all be considered. If touch screens are used, the ease with which selections
can be made should also be considered, as well as any potential over-sensitivity of the
system that could result in the recording of erroneous choices.

Just as important as physical design, the EOM should consider how voters interact with
NVT systems. Voters should receive clear feedback and prompts while interacting with
the technology. The voter should be made aware of when the electronic ballot is about
to be cast and should then receive confirmation that the vote has, indeed, been cast
and that the voting process is over. The EOM should check that the NVT clearly indi-
cate what choice a voter has made before the ballot is cast and that it allows the voter
to correct mistakes. If the recording or transmission of the vote takes time to complete,
the NVT should inform the voter accordingly, so that she or he does not inadvertently
terminate the process.

The EOM should check how NVT deal with unintentional under-votes — that is, when
the voter does not make a choice in a particular race or makes fewer than the permitted
number of choices. Ideally, the system will notify the voter of an under-vote and provide
the opportunity to change her or his previous choice. It is possible that the voter may
intentionally choose not to vote in a specific race. In some systems, the possibility of a
“blank vote” is explicitly provided for; if not, the refusal to make a choice for a given race
should not prevent the voter from completing the voting process. However, the NVT
system should inform voters in case of over-voting — that is, making too many choices
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and thereby invalidating the ballot — and it should do so in a way that allows the voter
to understand and correct the error. The EOM may also assess whether intentional
spoiled electronic ballots are provided for in the law and identify the reasons for such
a provision.

The usability of the NVT should also take account of the amount of time it takes for a
voter to complete the process, together with the overall number of voters in the polling
station. There should be a sufficient number of devices available so that voters do not
face inordinate waiting times.

A relatively frequent occurrence, especially when NVT are first introduced, is that
some voters terminate the process before finally casting their electronic ballot. This
may occur unintentionally, because the voter mistakenly believes that the vote has
already been cast, or intentionally, often because the voter does not understand the
system and is reluctant to request assistance. The EOM should check what happens
in these cases: whether the device indicates properly the end of voting process, resets
after a certain amount of time, or an election official must intervene. If the intervention
of an election official is required, the rules should be clearly defined in advance, includ-
ing how the intervening official is selected. The EOM can attempt to identify how often
termination of the voting process occurs during the election, although such data may
not be known to election officials.

4.4.2 Ballot Design

As with paper ballots, ballot design is often of crucial importance in NVT, and design
problems can potentially cause voter confusion or bias in favour of certain parties or
candidates. Ballot design is determined, in part, by the registration of candidates,
which may not be concluded until shortly before an election. After the election admin-
istration has determined the electronic ballot format, the EOM should assess whether
voters experience any difficulties in voting due to the ballot format.

In general, the same principles that apply to the design of paper ballots apply to the
design of electronic ballots. The EOM should consider whether candidates or parties
are presented equitably on the ballot and whether all information required by law is
presented. All candidates or parties contesting the election should be given an equal
amount of space on the electronic ballot and it should be possible to see all of the avail-
able choices at the same time before the ballot is cast. Ballots that exceed the size of
the screen, thus requiring the voter to scroll or change screens to see the entire range
of choices, have the potential to confuse voters and to create bias in favour of contes-
tants that are displayed first.
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4.4.3 Voter Accessibility

One of the advantages of NVT is that they can increase access for voters, especially
those with special needs. The system should be designed to allow voters with dis-
abilities to cast their ballots without assistance, to the extent possible. Consideration
should also be given to whether a voter may use NVT in a minority language. Where
it is possible to vote in a minority language, the EOM should verify that the minority
language ballot contains the same information and is in the same format as the major-
ity-language ballot.

Any special modalities, such as audio ballots for the visually impaired or the use of bal-
lots in a minority language, should not have the potential to compromise the secrecy
of the vote. This means that the content of the vote should be electronically recorded
independently of the method used to “mark” the electronic ballot.

4.4.4 Reliability

NVT devices must be able to function for the entire duration of the voting process.
Although some failure rate is to be expected, the EOM should observe whether there
are situations in which extensive malfunctions, power outages, lengthy set-up times or
other such technical problems prevent voters from casting their vote, discourage them
from doing so or cause votes already cast to be lost.

The EOM should, therefore, consider how the voting device is protected against fore-
seeable malfunction, whether basic problems can be easily repaired by election offi-
cials and whether officials have been adequately trained to deal with problems that
may arise.

For Internet voting, in which server failures or other system unavailability could prevent
large numbers of voters from casting their ballots, the EOM should find out what mea-
sures are in place to ensure the availability and usability of the system in these cases,
including for voters with disabilities.

When electronic voting technologies are employed, election administration bodies will
often use information systems to manage the process. The EOM should determine
what kind of systems are in place and what they are used for. An issue that can nega-
tively impact the functioning of electronic voting processes is the integration of multiple
information systems. Problems can arise from interface issues between two different
information systems. For instance, if data transferred from election management soft-
ware (where candidate data is managed and the ballot sheets are compiled) are not
correctly read by the NVT system, errors in the electronic ballot could result.

In all cases, such issues for NVT are best addressed in advance through comprehen-
sive testing (see Testing section, below).
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Possible questions:

© How user-friendly are the NVT overall? How easy is the system to use and
how easy is it for the voters to learn how to use the system? If usability tests
have been undertaken, what were the main problems found and how were they
addressed?

© Is the physical design of the NVT conducive to voting? If NVT are used in polling
stations, are sufficient numbers of devices deployed relative to the number of
voters and the expected voting time per voter?

© Do the NVT give clear feedback and prompts during the voter’s interaction with
the system? Does it show which choice was selected and give the voter the
opportunity to make changes? Does it indicate when the vote is about to be cast
and confirm that it has been cast?

© How do the NVT deal with under-votes, over-votes and termination from the
voting process? Do they allow for blank or invalid ballots?

© Are all contestants presented equally on the ballot? Do voters have to scroll or
advance screens to see all of their choices for a given contest? Is all information
required by law presented on the ballot?

© What facilities have been incorporated to increase access for voters with
disabilities? Are minority languages used? Do the NVT ensure the secrecy of
the vote for any voters using special modalities?

© How are the NVT protected against physical malfunctions or other problems,
such as loss of electricity?

© Can basic problems be repaired by election officials? If so, how is that
arranged? Have officials been adequately trained to deal with problems?

© What kinds of information systems are used by the election administration? Are
the different kinds of software being used to manage the election process and to
run the NVT compatible? Have tests been conducted to ensure that data transfer
smoothly where there are interfaces between different software?

4.5 Public Testing

Public testing is a process to test the functionality of a given NVT system without requir-
ing any knowledge of its inner design or logic. It is an important part of the implemen-
tation of NVT. However, the value of testing depends, in part, on the type of testing, by
whom it is done and how much access is given to parties and citizens. The technology
itself should be thoroughly tested prior to election day, but testing should also be con-
ducted on the interaction of voters, election officials and observers with the technology.

Since much of the testing happens before an EOM is deployed, the EOM should review
documents related to any testing that has already been conducted. Discussions with
those involved in the testing are another source of information. These may include test-
ing authorities, vendors, certification agencies and election administrators, as well as
external groups, such as academic institutions, domestic observer groups, candidates
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or political parties that were permitted to test the NVT. At a minimum, the EOM should
check whether the results of testing have been made available to these groups and
what their assessments of the results are.

The EOM should check that laboratory testing of hardware and software has been
conducted for the purpose of seeing whether the system or components of the system
meet design criteria, and whether all parts of the system function together as designed.
This includes end-to-end testing of the entire process, as well as testing of individual
components. The criteria used for testing should be reviewed by the EOM for relevance
and completeness. The election administration must also ensure that there is complete
documentation establishing that the system has been adequately tested. The use of an
NVT system that has not been fully tested or for which there is insufficient documenta-
tion of such testing, risks jeopardizing the election process.

The EOM should consider whether testing has been conducted properly. This is espe-
cially important when considering security measures. For instance, while software tests
may be conducted in a predetermined manner, software testing can be significantly
strengthened by the use of adversarial testing, in which specialists attempt to identify
security weaknesses or other flaws in an unscripted manner. Similarly, NVT relying on
the Internet should be subjected to testing involving protection against dDoS attacks.
Testing should always be conducted after installation of upgraded or new software.

In addition, the EOM should consider what plans exist for failed tests. These plans
should include whether distinction is made between small and large errors, how and
when software is updated, if and when re-testing is foreseen, and whether the testing
took place sufficiently in advance of real-time implementation.

The EOM should determine to what extent the NVT system was tested with the public
and with election officials. Such testing is necessary to check the usability and robust-
ness of the system, ballot design and, potentially, the sufficiency of training and voter
education. Public tests should involve collection of data regarding use, identification of
any problems and proposals for modifications needed in response to significant issues
identified in the testing. The absence of these elements is an indicator that the event
was not testing in the true sense of the term, but rather voter education or a publicity
exercise.

It is important to note that the EOM should not be involved in testing any systems or
devices. It should also be noted that testing is never a guarantee that the NVT system
is fully secure or that it will work properly on election day.
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Possible questions:

© Has the election administration ensured that the NVT system has been
completely tested before use? Has end-to-end testing been conducted,
including transfer of data between multiple information systems, or have only
individual components been tested?

© Is complete documentation about testing available to the EOM? Is it available to
political parties, civil society and others? What is their assessment?

© How rigorous does the testing appear to have been? Has software gone
through adversarial testing? Was testing done after new or upgraded system
components were installed?

© Was official testing observed by outside groups? Did any external group have
the opportunity to conduct their own tests? If so, under what conditions?

© Were the NVT tested with the public? What was the extent of such testing?
Were such tests conducted in mock elections or in binding elections? Were any
problems identified in the testing? If so, how were they addressed?

4.6 Evaluation and Certification

Certification is a systematic process to evaluate whether a given NVT system satis-
fies previously established standards and legal requirements. The certification process
may include hardware and software, but also operating systems, management pro-
cesses and personnel. It is not the function of an EOM to certify particular NVT. It is the
responsibility of the public administration in the country to ensure that the NVT system
has been properly certified before it is used in elections. However, the EOM should
assess the certification process that was used. In doing so, the EOM should review
relevant certification documentation and understand the views of interested parties,
domestic observers, the academic community and other technical experts.

Certification requirements or criteria should exist prior to the introduction of the NVT,
rather than being tailored to match the NVT system. These requirements should be
public and in accordance with relevant national legal provisions and international stan-
dards. The EOM should try to determine how specific the standards are and to what
extent the certifying body has latitude in assessing compliance with the requirements.
Over time, certification requirements may become outdated and changes in technol-
ogy may create issues that were not previously addressed by the standards. Potential
gaps in certification requirements should, therefore, also be identified.

Since the certifying body is part of the certification process itself, information about the
certifying body is relevant to the EOM. In order for certification to be meaningful, the
certification body should be competent and independent from vendors, suppliers and
election administrators. An assessment should be made to this effect. To do so, the
EOM should attempt to determine the prior experience of the certifying body, whether
the certifying body is itself accredited, the source of funding for the certification process
and the views of experts, observers and political parties.
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Consideration should also be given as to how the certifying body conducted the certifi-
cation process. The EOM should carefully assess whether the certification was mean-
ingful or merely a “rubber stamp” approval. The steps taken, the personnel involved
and the amount of time devoted to the certification process are all potential indicators.
Another indicator is whether the remuneration provided to the body was sufficient to
provide for a robust certification process. The EOM should also attempt to determine
whether the certification body had full access to all information regarding the system,
and that no information was withheld on security or proprietary grounds. The EOM
should also check whether the certification body required the vendor or manufacturer
to modify any hardware or software in order to meet certification standards.

If the NVT system was modified subsequent to its certification, the EOM should identify
whether such changes have themselves been certified. Rules regarding de-certifica-
tion and re-certification, or their absence, may also be important.

In OSCE participating States where there is only one type of NVT system in use or
where the State has developed its own system, often no certifying body exists and,
hence, no independent and competent certification takes place. This should be noted
by the EOM and the EOM should ask electoral administrators how they can be sure
that the NVT will perform correctly.

Similar to the results of public testing, the EOM should check whether final evalua-
tion and certification reports are available to academic institutions, domestic observer
groups, candidates or political parties, and what their views thereof are.

Possible questions:

© What are the views of electoral administrators, political contenders, civil society
groups, academics and other stakeholders regarding the certification process?

© Were certification standards determined before acquisition of the NVT, or do
they appear to have been tailored to an already existing system?

© Are the certification requirements publicly available? Do they fully match legal
provisions regarding the use of NVT and electoral rules as a whole? Are the
criteria sufficiently specific?

© Are there any significant gaps in the certification requirements?

© |s complete documentation about the evaluation and certification available to
the EOM? Is it available to political parties, civil society and others? What is
their assessment?

© To what extent is the certification body truly independent? Is it accredited? How
is it funded? How is it perceived by domestic interlocutors?

© To what extent was the certification process meaningful? Were sufficient
resources available to the certification body, including time? Did it have full
access to documentation? What remuneration was paid to the certification
body? Was this amount sufficient to ensure a meaningful certification process?
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© Did the certification body require any modifications to the NVT in order for it to
meet certification criteria?

© Were any modifications made to the system’s hardware or software subsequent
to the original certification? If so, were these modifications themselves certified?

© If no formal certification process exists, are there any means available to
election administrators, political parties and other domestic interlocutors in
making sure that the NVT system will perform correctly?

© How can observers verify that the system used in the election is in fact the same
as the independently evaluated and certified system, for example by digital
signatures?26

4.7 Verification Methods

A crucial aspect of NVT systems is the ability to verify that the technology has per-
formed during an election as envisaged. In particular, it should be possible to verify
that the secrecy of the vote has been respected and that the results are the honest
tabulation of all voter choices. While it is not the role of an EOM to conduct verification,
the EOM should be able to assess whether full verification is possible and to observe
the verification process.

There are different ways of conducting verification, and these may be performed in var-
ious combinations, depending on the technology in use. Observers should be aware of
the limits of verification methods, and the EOM should carefully consider how verifica-
tion is done and whether there are any gaps in the verification process that could allow
malfeasance or errors to remain undetected. Voting and counting procedures that rely
solely on trust in the honesty of election officials and vendors cannot be assessed as
meeting OSCE commitments for democratic elections.

Verification can be universal or individual. Universal verifiability implies that any per-
son or group with sufficient expertise can confirm that the election results correspond
to the votes cast and the process has been conducted accurately. Individual verifi-
ability refers to the ability of any given voter to confirm that her or his specific ballot is
recorded correctly and corresponds to her or his intention. If all aspects of an election,
including the accuracy of the overall results, can be fully and independently verified,
the NVT can be said to be verifiable end-to-end.

26 A digital signature is a mathematical function that allows anyone to verify the authenticity and integrity of
a given message, file or software. It proves that it was signed by a known signatory (authenticity) and has not
been altered since the point of signature (integrity).
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4.7.1 Audits

Verification of NVT processes can be undertaken through audits of different types,
including audits of the functioning of the technology, audits of the procedures followed
in administering and securing the system, and audits of the results. The EOM should
determine what audits are required by law and whether audits are conducted by inde-
pendent bodies. The EOM should observe the conduct of audits wherever possible.

The EOM should check whether audit criteria and mechanisms provide relevant infor-
mation for all levels of the NVT system, from the specific voting device to tabulation of
the results. Audit mechanisms should preserve the secrecy of the ballot, but should
also reveal whether any violations of secrecy of the ballot have taken place. The EOM
should consider whether representatives of political parties, candidates, domestic
observers and other interested parties are allowed to be present during audits.

Another consideration for the EOM is whether additional action is required by law
should an audit reveal discrepancies and what affect, if any, this has on the results.
An audit requirement is of little value if it does not necessitate some form of corrective
action in case of discrepancies.

4.7.2 Voter-Verified, Paper Audit Trails and Scanned Ballots

When DRE devices are used, universal verifiability can, in principle, be achieved
through the use of a “voter-verified, paper audit trails” (VVPAT). That is, the paper
record for any or all devices can be compared with the electronic results through partial
or full recounts. Although the use of a VVPAT ensures that a crosscheck is available for
electronic results, this mechanism must be implemented properly to achieve the goals
of transparency and to ensure public confidence.

If the NVT system in the election observed produces a paper record, the EOM should
consider a number of aspects. First, the EOM should check whether the paper record
can be verified by the voter before the electronic ballot is actually cast. The voter’s
choice should be clearly indicated and easily visible for the voter, and should not be in
the form of a bar code or other marks that the voter cannot interpret. The EOM could
consider if mechanisms are provided for blind voters to verify their ballot. The voter
should have the opportunity to cancel the vote if the paper record does not match what
the voter believes she or he has chosen. The EOM should also assess whether the
voters have been informed about the functionality of the VVPAT and, therefore, know
what they should verify.

A second aspect that is important to observe is the way in which the VVPAT ensures
the secrecy of the vote. For instance, paper records that are maintained in a continuous
scroll could allow votes to be associated with individual voters.

Third, technical issues, such as the type of paper, printing, cutting and deposit of paper
in the ballot box, can significantly impact the effectiveness of the VVPAT. For example,
printers can malfunction or run out of ink and paper. If problems are not detected and

46 Handbook for the Observation of New Voting Technologies



corrected quickly, the utility of the VVPAT is limited. A paper record must also be of
sufficient quality to permit a recount.

Fourth, some NVT systems print VVPAT records and then the voters have to take them
and put them into a physical ballot box. Sometimes voters accidently or intentionally
take these VVPAT records with them. The EOM should assess how that may impact the
subsequent management of the receipts and the accuracy of the recount.

A fifth important consideration for VVPAT records is whether they are used in post-elec-
tion recounts in practice. The EOM should observe any post-election audits or recounts
to assess whether the process meets legal requirements. For audits, it is likely that
only a certain percentage of paper records will be checked. The selection of paper
records to be audited should be determined randomly. The percentage to be checked
should be sufficient to provide a statistically valid sample.

Ballot scanning can also provide universal verifiability if implemented appropriately.
In this case, there are also technical aspects that should be evaluated by the EOM.
The ballot paper used should be readily understandable for the voter and marking it
should be straightforward. When ballots are scanned in polling stations, voters should
be able to insert the ballot into the scanning device themselves, without assistance
and without the secrecy of their vote being violated. In some elections, voters are pro-
vided with special privacy sleeves, which they can use to prevent anyone, including a
person “assisting” the voter, from seeing the content of their ballots while inserting the
ballot into the scanner. If the ballot is not marked in a valid manner, the device should
clearly indicate this to the voter, and the voter should have the opportunity to cast a
correct ballot.

Since scanners can be subject to error and fraud, it is important that at least some
ballots are subsequently counted manually through audits and, if required, recounts
are conducted. Audits of the paper record should be random and of a statistically rel-
evant scale. The EOM should also find out the overall margin of error of the scanning
devices, and whether there is any provision for automatic recounts in case the margin
between two electoral contestants is within this margin of error.

4.7.3 Verification and Internet Voting

For Internet voting systems, universal verifiability is difficult to provide without jeopar-
dizing the secrecy of the vote, especially in cases where ballots are very complex. The
EOM should carefully examine verification processes that purport to provide universal
verifiability for Internet voting.

In some Internet voting systems, mechanisms are provided for individual verifiability.
In principle this means that the voter is able check — combining several pieces of infor-
mation — if the cast vote was recorded correctly according to her or his intentions. Any
single piece of information should not reveal the content of the vote, which would vio-
late the secrecy of the vote if it provided the voter with a way to prove to third parties
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how she or he voted. Where such mechanisms are used, the legislation should always
provide for verification to be undertaken to determine whether or not any falsification
has occurred and what sanctions should be taken in the event that it has.

Possible questions:

© What methods of verification are used to prove the integrity of the results? Can

these methods result in the end-to-end verification of the results, or are there
gaps in the verification process?

How thoroughly is the verification process conducted by the organization and
voters in practice?

Do all observer groups, political party representatives and other relevant
persons have full access to the observation of the verification process? Have
any such individuals or groups attempted to observe the verification process? If
not, what are their reasons for not observing the result?

What audits are undertaken and by whom? What happens in the event that an
audit reveals errors or discrepancies?

If DRE voting systems are used in polling stations, do these devices have a
paper record? If so, can it be verified by the voter prior to casting the ballot?

> Does the VVPAT preserve the secrecy of the vote?

> Can the VVPAT serve as a reasonable verification method, or do technical or
design weaknesses reduce its value in this respect?

Are random audits of the VVPAT conducted?

Have any manual recounts been requested and conducted?

Were any problems identified with the VVPAT itself (printing, storage)?

Were any discrepancies or problems identified as a result of partial or full
recounts of the VVPAT? If so, how were these addressed?

vV VvV VvV VvV

If ballot scanning devices are deployed, does their use preserve the secrecy of
the vote? Are the scanned paper ballots audited or manually recounted to verify
the electronic results? Does verification take place before or after results are
announced? How are discrepancies addressed?

If Internet voting is used, how do the verification methods ensure end-to-end

verification?

> Is the voter given any data during the voting process for verification purposes
that could potentially violate the secrecy of the vote?

> What audits are conducted on the system and who conducts them?

> What types of verification does the method provide (cast as intended, recorded
as cast or counted as recorded)?

Regardless of the verification method used, what is the assessment of political
parties, candidates and domestic observer groups of the verification process?

48
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4.8 Observer Access, Documentation and Other Transparency Measures

As with any electoral process, an integral part of the assessment of the use of NVT is
the transparency of the system. The transparency provided by election observation is
a crucial element for the verification of an electoral process and for building public con-
fidence. At the same time, transparency is important for those charged with ensuring
the integrity of the election process. The use of NVT must also be fully transparent for
election administrators and judicial institutions.

Overall, transparency can be affected by different factors. Where any component or
process of the system is secret or protected by law from disclosure, overall transpar-
ency decreases. As elections are a public process exercised collectively by and for
voters in order to realize basic human rights, the electronic voting system should not be
made secret by a private agreement between a vendor and the state authorities. The
EOM should, therefore, carefully examine how independent observers, party represen-
tatives and voters can observe an electronic voting process, as well as how election
officials and the judiciary can duly fulfill their oversight obligations.

While not all aspects of NVT can be directly observed, there are a number of activities
that can be observed and which should be open to observers. These include not only
the activities of election administrators and vendors in deploying, setting up and modi-
fying the system, but also the activities of certification, testing and audit authorities. In
this respect, the EOM should consider what aspects of the process can be observed, in
principle, and whether observers are allowed sufficient access to do so.

The EOM should note whether any observers utilize the opportunities available to
them. The reasons for not observing may be of interest. For instance, political parties
or civil society groups may state that they do not have the capacity to observe effec-
tively, or they may report that the access provided does not afford meaningful insight
into the operation of the system. On the other hand, they may state that they trust the
use of the NVT.

Consideration should also be given to any efforts made by the election administration
or vendors to maximize transparency. This could include offering domestic observer
groups and political parties the opportunity to test the NVT system independently. It
should also include whether the election administration has attempted to identify addi-
tional means of facilitating observer access.

Generally, testing should be observable by political parties, candidates and domestic
observer groups. At a minimum, the EOM should check whether the results of testing
have been made available to these groups. The EOM should also consider to what
extent political parties, candidates, domestic observer groups, academics and other
groups are permitted to test the technology themselves. While opportunities for exter-
nal testing may necessarily be limited due to security, logistical and time constraints,
the existence of such testing is an indicator of transparency.
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An important element of background analysis is to identify what documents are unavail-
able. The existence of relevant documentation does not conclusively prove the reliabil-
ity of the NVT. However, the absence of relevant documentation may be an indication
of problems. The absence of documentation for dealing with known technological prob-
lems may be more telling than the documentation that is available for examination.

Another factor that affects overall transparency is the issue of source code for the soft-
ware that operates the NVT. Transparency is enhanced if the source code is a matter of
public information. The EOM should determine if the source code for all software used
in the NVT system is available publicly, or at least to registered observers or other
relevant groups. Making source code open may be of limited value unless the general
public, including political parties, candidates and domestic observers groups, have the
opportunity to check that this source code and the resulting compiled software is actu-
ally that used in the electronic voting system. While it is unlikely that EOMs will have
the time or capacity to assess source code, it is, nevertheless, important for the EOM
to determine if any meaningful assessment has been made by others and to evaluate
its conclusions. If the EOM has access to the source code, it should be made clear to
the authorities that reviewing the source code does not equate to certifying the system
or its implementation.

Even with NVT, a key transparency measure remains: that polling stations and higher
levels of election bodies produce paper protocols of their result tabulations, so that
political parties, candidates and domestic observers groups can check the results at
lower levels against the centrally recorded electronic results. The EOM should ascer-
tain whether this is a requirement.

Some observation methods, especially the review of documentation, may need
advance preparation in order to be effective. Where NVT are to be used in an elec-
tion, EOMs should attempt to request relevant documentation in advance in order to
ensure that documents can be translated in a timely manner. EOMs should not sign
any non-disclosure agreements in order to see documents or to observe processes
related to NVT, since this could compromise an EOM’s ability to report independently
and in an unbiased manner.
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Possible questions:

© Are all processes related to the use of the NVT open to observation by the EOM
and by domestic observers?

© Has the election administration made efforts to facilitate observer access?

© What documentation is available to the EOM and to the public? How can
the documentation be accessed (only physically on paper or publicly on the
Internet)? Are there any reports or other documents that are not available (non-
existent or considered secret)? Is there any information or documentation that
the election administration itself does not have access to?

© Is the source code for the NVT software publicly available? If so, has it been
checked by any group? Is there a mechanism for verifying that the source code
is the one actually used on election day?

© Are results protocols printed and made available to observers and political
parties at each level, including at the polling station level?

Handbook for the Observation of New Voting Technologies 51



=
=0
4
z
s>
[=4
T
[
i}
E
=
=
o
o
ol
4
<
o
=
o
i
ut
i}
=}
4
Z
s}
g
z
z
<
z
9
=
@
w

Voting on the Internet in Estonia, 2013.

The Regional Perspective:
Role of Long-Term Observers and
Regional Analysts

When a full or limited EOM is deployed to a state using NVT in an election process,
the contributions of Long-Term Observers (LTOs),2” as well as of Short-Term Observ-
ers, (STOs), will be important in making assessments of the preparations for and the
conduct of electronic voting, counting and tabulation. Their tasks will vary according to
the type of technology, the extent and form of NVT, whether NVT are used throughout
the country and the way in which NVT are integrated into the overall election process.

27 Throughout the text, unless otherwise noted, the term “Long-Term Observer” also encompasses the role of
the Regional Analyst in ODIHR Election Assessment Missions.
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The core team of the EOM should adequately prepare LTOs for their tasks by providing
them with clear, concise information about the NVT system and by precisely defining
the information and data to be collected. LTOs should not be expected to be experts on
NVT issues. The NVT Analyst should remain mindful that the observation of the use of
NVT will be one of a number of tasks for LTOs and that observers should not focus on
one aspect of the election process to the detriment of others.

LTOs will generally focus on four main aspects of the use of NVT: the technical and
operational preparations by regional or local election administration bodies, the train-
ing of election officials, voter education campaigns and the views of political parties,
candidates and civil society organizations at the local level. LTOs will also be able to
provide information to the core team on questions and concerns of local election offi-
cials and voters.

Where NVT are to be used in polling stations, LTOs should observe how the devices
have been distributed and by whom, how they are stored prior to being set up, who
has access to them, and what security measures are in place to prevent unauthorized
access. LTOs should ask whether the devices have been delivered fully prepared for
election day or whether software updates needed to be made, including to the elec-
tronic ballot information and security or other software updates, and how they verified
the authenticity of the software or update. If ballots are uploaded locally, the LTOs
should attempt to observe how this is done, who is responsible for performing the
work and what security measures are in place. Such observations should also include
potential testing of the NVT prior to its official use.

In countries where different kinds of NVT are used or where NVT are supplied by differ-
ent vendors, LTOs should identify the kind of NVT that are to be used in their respective
regions and communicate such information to the core team.

LTOs should discuss NVT with local and regional election officials. This will give the
EOM a better understanding of how these officials view their role in administering NVT
and to what extent they feel adequately prepared for their responsibilities and any
problems or faults that may appear. LTOs should also determine what role external
technicians have in electronic voting preparations and to what extent election officials
are able to provide oversight of their work. LTOs should attend training sessions for
polling station officials when possible.

Voter education efforts should be observed. For instance, LTOs can try to observe what
kind of information campaigns are present in local media and determine the effective-
ness of such efforts, although this may be difficult to assess. LTOs should also ask
about and observe any tests of the technology conducted with the public. Observation
of such tests may provide indications not only of the extent to which voters are com-
fortable with the devices, but also of potential issues with the usability or robustness
of the devices.
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In the course of their regular meetings with local political party and civil society repre-
sentatives, LTOs can include questions about the NVT. In particular, they should obtain
information about how parties and observers plan to observe the NVT and whether
they are doing so in advance or only on election day. LTOs should inquire about the
access parties and domestic observers have had to the NVT system, if there is any
documentation that they have been unable to obtain (including source codes), and
whether they have had the opportunity to test the devices in any way.

If the NVT takes the form of remote Internet voting, the role of LTOs will be more limited.
Nevertheless, they will still need to gather information regarding voter education, as
well as any interaction of the NV T with the traditional voting process — for example, how
the system prevents voters from casting multiple valid votes through different channels.

Possible questions:

© To what extent are election officials familiar and comfortable with their role in
organizing or providing oversight of the use of NVT?

© What are the plans for training lower-level election officials? How useful does
such training appear to be in practice?

© How will technical expertise be arranged on election day, especially in the event
of problems?

© Have a sufficient number of NVT devices been received, and were they received
and set up in a timely manner?

© How is electronic voting equipment stored? What security measures are in place
to prevent tampering? Who has access to the NVT devices, and is such access
recorded in a protocol?

© Are the NVT systems connected to the Internet? If so, what security measures
are in place to guard against possible hacking?

© Will the electronic ballot be uploaded or other software updates be made before
election day?

© Are voter education materials available? How widespread are voter education
efforts through the commission or in local media?

© Are any tests or trials with voters planned before election day? If so, what are
the reactions of voters to the devices? Have any problems been identified as a
result?

© What are the views of local political party representatives and domestic
observers regarding the use of NVT in the local area? What is the extent of their
access? Have they had the opportunity to test devices or review documentation
about the process? If parties or observer groups do not seem to be making
efforts to observe the use of NVT, what are their stated reasons?
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An election official verifies a voter’s identity using new voting technologies in Mongolia, 2013.

The Role of Short-Term Observers

In accordance with ODIHR’s election observation methodology, STOs can play a cru-
cial role in gathering statistically analyzable data regarding the use of electronic voting,
counting and tabulation technologies. Although the general task of the STO observing
electronic voting should not be different from observing paper-based voting, the infor-
mation that the STO should be seeking will vary depending on the system used in the
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particular country and the extent of its implementation. In this respect, an adequate
briefing by the core team’s NVT Analyst is important. The NVT Analyst must inform
the STOs about the main elements of the system and provide them with specific guide-
lines to help assess the performance, security and usability of the system. Sufficient
attention should be given in the briefing to ballot design and other elements of voter
interaction with the technology, in addition to necessary descriptions of the hardware
and software of the NVT system itself. STOs, much like LTOs, cannot be expected or
required to have a technological background. Their training should be focused on how
to observe the correct and secure operation of the NVT systems on election day so that
they are able to identify any differences in practice in the polling stations.

A special section on electronic voting should be included in the STO briefing package.
This will help STOs assess the level of preparedness of polling station officials in their
use of the equipment, as well as the level of voters’ confidence and their understanding
of procedures. Questions about the performance of the electronic voting system should
be included in observation forms to be completed by STOs. As STOs may be unfamiliar
with NVT in general, the observation forms used by the STOs must be carefully and
clearly designed so as to obtain relevant, usable information and to avoid any poten-
tial bias. Where NVT are used in conjunction with traditional paper voting processes,
the core team and the LTOs should be careful to ensure that STOs are trained and
deployed in such a way that they do not give disproportionate attention to electronic
voting issues.

There are a number of aspects of electronic voting that STOs can be asked to observe
during the voting process. The key set of issues includes the secrecy of the vote, the
storage of NVT devices, the usability of NVT devices, security, the adherence of poll-
ing station officials to procedures and how officials deal with any problems that arise.

The set-up of polling stations will be one of the first processes STOs observe (although
this may be done by LTOs if NVT devices are set-up in polling stations prior to elec-
tion day). STOs should report on whether the set-up process follows pre-established
protocols, including what steps are taken to ensure that the electronic memory does
not contain any votes prior to the start of voting. STOs should also observe any tests
that take place during set-up, either of voting equipment or transmission of data to a
central server.

STOs should observe where the devices are stored and how it is ensured that voters
mark ballots in secret. Potential problems to watch for in this respect are unattended
storage, lack of polling booths or other secrecy dividers, or overly bright computer
screens that make voter choices visible to others. Another important factor is how elec-
tion officials assist voters and whether such assistance potentially violates the secrecy
of the vote.

STOs should assess the extent to which voters appear to be comfortable using the
machines. STOs should watch for significant numbers of voters needing the assistance
of election officials or other voters, or voters taking an unusually long time to cast their
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ballots. The usability and functioning of VVPAT devices should also be considered,
if applicable. STOs may wish to have brief interviews with voters outside polling sta-
tions to hear about their experiences and views regarding the NVT voting process. The
accessibility of the NVT for people with disabilities, the elderly or speakers of minority
languages is another important aspect of the usability of the system.

The physical security of the NVT devices in the polling station is a third issue. This
includes who has access to voting equipment and other components of the system in
the polling station and whether any vendor service personnel access the machines
without the presence of an election management body member. STOs should also
observe whether any security measures that should be in place, such as the seals
placed over external interfaces, are in fact utilized. Additionally, STOs should verify
(using serial numbers or other unique identifying criteria) that the NVT devices in the
polling stations are actually the ones supposed to be deployed there (where this infor-
mation is available).

Regarding the conduct of the voting process, STOs should observe whether election
officials adhere to established procedures or whether they deviate from it, which could
jeopardize the integrity of the process. This includes situations where NVT are used as
an alternative voting means requiring special attention to the voter list in order to avoid
multiple voting. STOs should also attempt to assess polling officials’ understanding of
NVT. They should inquire about the extent of training polling officials have received
and observe whether manuals related to the NVT are present in the polling station
and whether they are called upon by polling officials. STOs should ask any domestic
observers or political party representatives about their views of the process in the poll-
ing station and to what extent they are able to observe the process.

If the implementation of electronic voting allows voters in a polling station to choose
between voting electronically and voting by paper, STOs should look at how this pro-
cess is administered, including whether voters can choose their voting method freely or
election officials or other individuals recommend any specific voting method. It is also
important to note whether voters are marked according to the method of voting in the
voter lists and whether the number of voters using each method is reconciled during
the closing process.

STOs should observe, if applicable, how officials deal with any problems that arise with
the system. They should note what the problem appears to be and how long it takes to
remedy, and whether this remedy seems effective and according to regulations. This
includes delays in opening polling stations due to longer than expected set-up times.
The STOs should assess the impact on the voting process in the observed polling
station; if the electronic system is not working, for example, are voters given the oppor-
tunity to vote by paper ballot or are they turned away? If the system fails, functions
abnormally, or if procedures regarding the operation of the system are not followed
properly, STOs should observe whether the incident is written down in the polling sta-
tion protocol that is to be submitted to the higher level of electoral commission, and
whether this transfer actually takes place.
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STOs should observe the closing of the polling station and whether this is done in
accordance with procedures. Such procedures should include the proper documen-
tation of proceedings, the termination of the vote processing, the start of counting, the
operation of any testing and verification mechanisms and any procedure needed to
check the integrity of results. They should observe whether a final result protocol is
printed and made available to observers and to political party and candidate repre-
sentatives, and posted in the polling station for public display. STOs should observe
how results are transmitted to higher level election commissions, whether this is done
by electronic communication of results or by delivery of hardware elements (such as
memory sticks or CD-ROMs).

If there is an immediate audit of paper records to verify results, the STOs should observe
and report on any verification mechanism and audit procedures of paper records pro-
duced during the use of NVT. The observation of this is crucial to the assessment of
the NVT, and should include whether such manual recounts of paper records is done
in a transparent and accountable way. STOs should also observe if any discrepancies
in the results of the electronic tabulation process are detected. They should also report
what is done in such cases and what explanation is provided by the authorities for such
inconsistencies.

Possible questions:

© Do any problems arise during the set-up of NVT devices in polling stations? If
so, are election officials able to resolve them? Are polling stations able to open
on time?

© What steps are taken to ensure that the electronic memory does not contain any
votes prior to the start of voting? Is this verifiable?

© Does the set-up of the NVT devices in the polling station protect the secrecy of
the vote? Do election officials ensure that voters cast their ballots in secret, even
if voters need assistance in using the devices?

© Do voters appear to understand how the NVT devices function? What number of
voters require assistance in order to complete the voting process? Do any voters
terminate the process after initiating it, but before casting a ballot?

© Do voters approach NVT devices alone? Do election officials prevent two or
more voters from using the NVT devices at the same time?

© Is there overcrowding? How long do voters have to wait in order to vote? Are
there a sufficient number of devices to keep waiting times reasonable?

© Are disabled and elderly voters able to use the devices without assistance? If
minority languages are used in the voting process, can these be accessed on
the device without difficulty?

© If any external ports or other elements of the NVT device are supposed to be
sealed during the course of voting, can STOs verify that the seals are in place?
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Do any polling officials or technicians operate or handle the NVT devices during
the presence of the observers? If so, what reasons are given?

Do officials adhere to established procedures, or do they deviate from the
procedures? For what reasons?

How well do polling officials appear to understand the process? Are they able

to address problems if necessary? If not, are there technicians present who are
responsible for fixing problems? If there are problems with devices while STOs
are present, are these recorded in an official protocol and then duly transmitted?

If the NVT are unavailable for more than a few minutes, do voters cast paper
ballots or do they have to wait for a replacement device? In case of ballot
scanners, are votes deposited in a temporary ballot box? Do any voters leave
without voting?

What are the views of domestic observers and political party or candidate
representatives regarding the voting process in the polling station?

Are closing procedures adhered to? Is a paper copy of the results per device
and polling station printed and made available for observers and political party
representatives? Are such copies also posted for public display?

How are the polling station results transmitted to higher levels of the election
administration? Are the procedures for such transmission followed? If not,
why not?

Are any immediate audits of the results conducted at the polling station?

Do voters have a choice between voting electronically or on paper? Are they
forced to use either option?

What happens with the recorded votes after election day? Are the storage units
of the NVT systems cleaned and, if so, by whom?
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Observers monitoring the compilation of voting results in Russian Federation, 2006.

Reporting: Making Assessments and
Recommendations

It is vital that EOM reporting about all aspects of an election process be factual, accu-
rate and balanced. Where NVT are utilized, assessments of these technologies should
contribute to the overall assessment of an electoral process. This assessment should
also form the basis for any recommendations that the EOM may make in this area in
order to assist OSCE participating States in improving their electoral processes in line
with their commitments.

Where an election includes the use of NVT, EOM reports generally will have a section
dedicated to this aspect of the election. Although each member of the core team will
have responsibilities for gathering information about the use of NVT, the NVT Analyst
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will be primarily responsible for consolidating this information, analyzing it and drafting
the relevant section.

The aim of this section is to explain and provide an assessment of the functions of the
NVT system. Reporting should be as concise as possible and must be understandable
for a non-technical audience, but in-depth enough to present a nuanced understand-
ing. While it may be necessary to include some technical details about the system,
these should generally be put in footnotes or annexes. The EOM'’s reporting on the use
of NVT should identify positive elements of the process as well as any weaknesses of
the system. The EOM should bear in mind that the use of NVT cannot be seen in isola-
tion but as part of a broader electoral process. In making assessments, consideration
should be given to how the implementation of NVT affects other aspects of the process.

Many of the assessments that must be made about the use of NVT cut across the roles
of the various core team members. The Legal Analyst should work together with the
NVT Analyst to assess whether the legal framework adequately regulates the use of
the NVT and whether there have been any complaints and appeals that impact NVT.
Together with the Political and Media Analysts, the NVT Analyst will assess the polit-
ical and public discourse that encompasses the use of NVT. Together with the LTOs,
the NVT Analyst will assess any regional disparities in the use of NVT, as well as any
usability and testing issues. At the same time, the Political Analyst and LTOs, together
with the NVT Analyst, will evaluate the opinions of political parties, contestants and
other electoral stakeholders about the system, and the Election Analyst will assess the
feedback of the election administration about NVT.

The basis for making assessments and recommendations about NVT are the OSCE
commitments. Where appropriate, relevant international good practice should also be
considered, especially when they relate to detailed aspects of the conduct of the NVT.
Such assessments should also include applicable domestic legislation.

The commitments and standards can be summarized in the seven principles discussed
in the Background section of this handbook. The EOM’s assessments, conclusions
and recommendations about the use of NVT in a given election should relate to these
principles. All of these should be taken into consideration in the mission’s assessment
of the degree to which the use of NVT is consistent with OSCE commitments.

The EOM should make relevant recommendations on how the use of NVT can be
improved, through modifications to the system, changes in its management or imple-
mentation, or amendments to legislation.

It is crucial that such recommendations are well thought through, well drafted and in
line with the principles mentioned above. The electoral recommendations of the final
report are the guiding benchmarks of any electoral process and the follow-up before
the next elections.

While it is important for recommendations to be sound and implementable, it is also
crucial that recommendations regarding NVT are understandable to non-specialists.
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Recommendations should be backed by concrete findings of shortcomings and pos-
sibilities of improving current practice to bring it more in line with good practice. It is
also important that recommendations do not contradict one another and are coherent.

Out of any set of all recommendations made, some will generally be priority recom-
mendations to address essential changes of greater urgency or importance. A bal-
anced evaluation needs to be made whether any recommendation regarding NVT
qualifies as a priority recommendation.

When shortcomings are more serious and the verifiability of results is not possible,
or when the continued use of NVT appears to undermine the public confidence in the
electoral process, the EOM may decide to recommend that the use of NVT be recon-
sidered until such issues can be overcome.
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An election official trains election administrators on the use of a direct-recording electronic
voting machine in United States, 2006.

Follow-Up

Successful follow-up to recommendations depends largely on the political will to
improve the electoral process ahead of the next elections. The OSCE participating
States have repeatedly committed themselves to follow up on recommendations and
emphasized ODIHR?’s role in assisting them.28 Participating States have been increas-
ingly reporting to OSCE bodies regarding their experiences following up on ODIHR
electoral recommendations. International election observation organization signato-
ries of the 2005 Declaration of Principles for International Election Observation have

28 O0SCE Summit Declaration, para. 26, “Elections”, Istanbul 19 November 1999; OSCE Ministerial Council,
Decision No. 5/03, “Elections”, Maastricht, 1-2 December 2003; OSCE Ministerial Council, Decision No. 19/06,
“Strengthening the Effectiveness of the 0SCE”, Brussels, 4-5 December 2006; see all at <http://www.osce.org/
mec/66113>.

Handbook for the Observation of New Voting Technologies 63


http://www.osce.org/mc/66113
http://www.osce.org/mc/66113

also increasingly emphasized the importance of follow-up on recommendations, both
by governments themselves and also by the international community, which can poten-
tially build momentum in this process, ideally by co-ordinating follow-up activities.2®

In line with the ODIHR Election Observation Handbook, election observation is not an
end in itself but is intended to assist OSCE participating States with the implementation
of their election-related commitments. The utility of an election observation activity can
only be maximized if the recommendations it provides are given full and serious con-
sideration and are implemented effectively. An effective follow-up process can improve
the impact and usefulness of election observation activities. It is part and parcel of the
electoral cycle and should start as soon as the final report with its recommendations
has been published.

Needs Assesment Deployment of an
Mission (NAM) Observation Mission
2-4 months before election 5-6 weeks before election
ELECTION
Follow-up OBSERVATION L
On recommendations, CYCLE Preliminary Statement

possible advice and Day following election

assistance (Legal review)

Final Report

Some 2 months after
end of election process,
including implementable
recommendations

Figure 1: Election Observation Cycle

Following the publication of the final report with its recommendations, ODIHR gener-
ally undertakes a follow-up visit to present the final report and its recommendations to
the electoral stakeholders. These visits represent the first step in the follow-up process
and serve as a reminder to OSCE participating States between elections of their obli-
gation to improve their electoral processes in line with OSCE commitments. In addition,
these visits provide a better understanding about the willingness and ability of states to
address particular recommendations in the future. These visits to present final reports
also serve as a reminder of ODIHR’s expertise and ability to assist by commenting on

29 “Declaration of Principles for International Election Observers and Code of Conduct for International Election
Observers”, United Nations, et. al., New York, 27 October 2005, <http://www.osce.org/odihr/elections/16935>.
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draft laws that include NVT elements, or in providing expertise on particular technical
aspects of NVT in the electoral process.

Following the presentation of the EOM final report, follow-up visits provide the opportu-
nity to look at the various aspects of ODIHR’s assistance in greater detail and in more
depth. Such follow-up visits focus on technical support to the participating State with a
more in-depth technical assessment, including recommendations on particular areas
of concern. Examples include the provision of technical advice to improve transpar-
ency, security and verifiability of NVT used in an electoral process. Follow-up visits
are tailored around ODIHR’s assessment and are the most efficient way to address
past recommendations.

Assistance in follow-up to recommendations in relation to NVT can take the form of
advice to a participating State on how better to approach the issue of NVT. Such advice
could assess the context prior to or immediately after a policy decision has been made
on the use of NVT systems, and could help to assess the general feasibility of such
an endeavor. Such an assessment should always include a full evaluation of both
electronic and non-electronic voting options. Legal opinions form a second area where
assistance can be rendered, often through providing comments on draft electoral legis-
lation in respect to NVT. Third, expert visits may be conducted to assess a pilot instal-
lation of NVT or Internet voting. As always, ODIHR stands ready to assist participating
States in these endeavors, upon their request.

Possible questions:

© Are there any changes planned or ongoing that involve NVT, and if yes, what
are they and are they in line with past recommendations and international good
practice?

© Is there any scope for ODIHR to assist in the follow-up to recommendations on
NVT?

© What form of assistance would be most suitable to support the participating
State and its institutions to meet past recommendations and to bring their
electoral process closer in line with OSCE commitments with respect to NVT?
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Annex A: Useful Terminology

Whenever dealing with the use of ICT in the electoral process, it is important to have
a clear understanding of the terminology and procedures associated with NVT, partic-
ularly as it is a technical and complex process. In the following definitions, commonly
used terms associated with NVT are explained. Core team members should adopt
consistent terminology in their reporting to avoid any confusion over what has been
observed.

0 An is an evaluation of a system as to whether or not it fulfils pre-defined
criteria. The result of such evaluation can be an audit report or a certificate.

a is a technique to keep communication (data) secure from any third
party.

a is a method to make data unusable, once they are no longer
needed, in a way that cannot be recovered. This can be done in various ways,
most commonly through magnetic, physical or thermal destruction of the storage
medium.

oA is a mathematical function that allows anyone to verify the
authenticity and integrity of a given message, file or software. It proves that it was
signed by a known signatory (authenticity) and has not been altered since the
point of signature (integrity).

a is an attack on a computer system or
network in which a simple automated request is repeated at a very high frequency,
with the aim of overloading the system’s connection lines or computing capacities.

a is a functionality of NVT systems that allows the validation
of results on a universal and/or individual basis. Systems with universal verifiabil-
ity provide means for an independent third party to establish that the result of an
election was reported honestly and without manipulation, through either manual or
mathematical checks. On an individual level, voters are provided with the ability to
verify that their votes were cast as intended, stored as cast, and (ideally) counted
as recorded.

a is an activity intended to find out and make use of weaknesses in comput-
er hardware, software or computer networks that could allow unauthorized use of
the system.
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is a meeting (mainly in Internet voting) in which essential
members of the election management body create a secret electronic “key”, which
is used to protect the integrity of the electronic voting. This key often is divided into
several parts, stored on separate smart cards, which are then kept by individual
members of the election management body until after the closing of the election.
Then these members reconvene to put their parts of the key together, open the
electronic ballot box, and start the decryption of the electronic votes, similar to the
closing and counting process for paper ballots.

means that at least two people are required to operate on a
system at the same time, thereby providing checks and balances of each other’s
conduct in an effort to curtail malfeasance.

is human-readable text written in a specific computer language that
can be readily translated into a set of computer instructions, i.e., an executable
program.

is defined as an analysis of the ease of use and learnability of a
technology.

can be voter identity cards; unique, one-time passwords; smart
cards; or other means to unequivocally identify the user as an eligible voter.

(VVPAT) are paper records retained by electronic
voting systems that allow a voter to verify the vote recorded, ideally before the
vote is actually cast; systems with VVPAT offer the ability to manually recount.
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Annex B: Master Checklist

70

In what environment were the NVT introduced? Was there a public debate about
the necessity and modalities of the NVT? Was there overall political agreement
or were there divisions about the issue? Was their overall public confidence in
the election process and the election administration prior to the introduction of
electronic voting?

Have the NVT been introduced gradually, with time for potential problems to be
detected and corrected, and time for voters to become familiar with the system?

How does the election process with the use of an NVT system compare to a
paper-based process in terms of fulfilling fundamental principles for a genuine,
democratic election? What is the added value of using NVT in the country? Do
contingency plans exist, in case the technology fails?

If used together with a paper ballot system, how does the use of NVT affect the
conduct of the rest of the election process?

Has the NVT system been certified in a transparent process by a qualified inde-
pendent body, under both national legislation and international good practice?

Has the NVT system and its components been comprehensively tested prior to
introduction and periodically thereafter?

To what extent are voters, election administrators and observers capable of under-
standing and using the system? What skills are needed to make them educated
users? What kind of training or voter education could build these skills?

Are any individuals or groups, including political parties and domestic observ-
ers, permitted by law to conduct their own tests, assessments or reviews of
documentation?

Do international observers have full access to the process and to documentation,
including certification, testing, verification and audit reports?

To what extent is there public confidence that the use of NVT in the election in
question is conducted in accordance with democratic principles?

Is secrecy of the ballot guaranteed?

Are security requirements and procedures in place at each level of the system?
Do these, in practice, ensure protection against external intervention, internal
manipulation and technological failure?

Is a voter-verifiable paper record produced in order to ensure that the voter’s
choice has been recorded accurately and to create the possibility for observers
without technical expertise to observe a re-count? If not, what measures ensure
universal, end-to-end verifiability of the results?
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o Does the legal framework take full account of the implications of new technolo-
gies, including adequate provision for access of observers, system audits and
other transparency measures, as well as the possibility for recounts, mandatory
audits of results and legal challenges to election results?

7 Could any changes be made to law or practice with regard to NVT that would
improve the conduct of the election and fulfillment of OSCE commitments? If so,
what are they?

7 Is there a clear division of responsibilities between vendors, regulatory agencies
and election officials to fully ensure accountability and an effective response in
the case of problems?
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Annex C: Code of Conduct for
OSCE/ODIHR Election Observers

72

Observers will maintain strict impartiality in the conduct of their duties and will at
no time publicly express or exhibit any bias or preference in relation to national
authorities, parties or candidates, or with reference to any issues in contention in
the election process.

Observers will undertake their duties in an unobtrusive manner and will not inter-
fere in the electoral process. Observers may raise questions with election officials
and bring irregularities to their attention, but they must not give instructions or
countermand their decisions.

Observers will remain on duty throughout election day, including observation of
the vote count and, if instructed, the next stage of tabulation.

Observers will base all conclusions on their personal observations or on clear and
convincing facts or evidence.

Observers will not make any comments to the media on the electoral process

or on the substance of their observations, and any unauthorized comment to the
media will be limited to general information about the observation mission and the
role of the observers.

Observers will not take any unnecessary or undue risks. Each observer’s personal
safety overrides all other considerations.

Observers will carry any prescribed identification issued by the host government
or election commission and will identify themselves to any authority upon request.

Observers will comply with all national laws and regulations.

Observers will exhibit the highest levels of personal discretion and professional
behaviour at all times.

Observers will attend all required mission briefings and debriefings and adhere to
the deployment plan and all other instructions provided by the ODIHR EOM.
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Annex D: Selected OSCE
Commitments, Good Practice
Documents, and Relevant Court
Cases

OSCE Commitments on Elections

1990 OSCE Copenhagen Document (election-specific commitments)

(6)

The participating States declare that the will of the people, freely and fairly
expressed through periodic and genuine elections, is the basis of the authority
and legitimacy of all government. The participating States will accordingly respect
the right of their citizens to take part in the governing of their country, either directly
or through representatives freely chosen by them through fair electoral processes.
They recognize their responsibility to defend and protect in accordance with their
laws, their international human rights obligations and international commitments,
the democratic order freely established through the will of the people against the
activities of persons, groups or organizations that engage in or refuse to renounce
terrorism or violence aimed at the overthrow of that order or of that of another par-
ticipating State.

To ensure that the will of the people serves as the basis of the authority of govern-
ment, that participating States will

(7.1) hold free elections at reasonable intervals, as established by law;

(7.2) permit all seats in at least one chamber of the national legislature to be freely
contested in a popular vote;

(7.3) guarantee universal and equal suffrage to adult citizens;

(7.4) ensure that votes are cast by secret ballot or by equivalent free voting proce-
dure, and that they are counted and reported honestly with the official results
made public;

(7.5) respect the right of citizens to seek political or public office, individually or as
representatives of political parties or organizations, without discrimination;

(7.6) respect the right of individuals and groups to establish, in full freedom, their
own political parties or other political organizations and provide such politi-
cal parties and organizations with the necessary legal guarantees to enable
them to compete with each other on a basis of equal treatment before the law
and by the authorities;
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(7.7) ensure that law and public policy work to permit political campaigning to be
conducted in a fair and free atmosphere in which neither administrative action,
violence nor intimidation bars the parties and the candidates from freely pre-
senting their views and qualifications, or prevents the voters from learning
and discussing them or from casting their vote free of fear of retribution;

(7.8 ) provide that no legal or administrative obstacle stands in the way of unim-
peded access to the media on a non-discriminatory basis for all political
groupings and individuals wishing to participate in the electoral process;

(7.9) ensure that candidates who obtain the necessary number of votes required
by law are duly installed in office and are permitted to remain in office until
their term expires or is otherwise brought to an end in a manner that is regu-
lated by law in conformity with democratic parliomentary and constitutional
procedures.

(8) The participating States consider that the presence of observers, both foreign and

domestic, can enhance the electoral process for States in which elections are
taking place. They therefore invite observers from any other CSCE participating
States and any appropriate private institutions and organizations who may wish to
do so to observe the course of their national election proceedings, to the extent
permitted by law. They will also endeavor to facilitate similar access for election
proceedings held below the national level. Such observers will undertake not to
interfere in the electoral proceedings.

1991 OSCE Moscow Document

(24) The participating States reconfirm the right to the protection of private and family

74

life, domicile, correspondence and electronic communications. In order to avoid
any improper or arbitrary intrusion by the State in the realm of the individual, which
would be harmful to any democratic society, the exercise of this right will be sub-
ject only to such restrictions as are prescribed by law and are consistent with
internationally recognized human rights standards. In particular, the participating
States will ensure that searches and seizures of persons and private premises
and property will take place only in accordance with standards that are judicially
enforceable.

Handbook for the Observation of New Voting Technologies



Good Practice Documents
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